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IMomTHka oﬁyqemm N MOBLIICHUA 0CBCIOMJICHHOCTH B BOIIPOCax nb

PCI SSF

1. CBEAEHUA O JOKYMEHTE

Howmep Bepcum: 01.01
JlaTa BbIyCKa: 28.12.2023 1.
Jlata yTBepKICHHUS:
Yacrora nepecmoTpa: | — 1 pa3 Brox;
— B Clyyae CYIIECTBEHHBIX H3MCHEHHHA B
nH(pOpMaITMOHHOM nH(ppacTpykType WJIn
OpTraHU3aIMOHHON cTpyKType Kommanuu;
—B ciydae BBISIBJICHHUS WHITUICHTOB
uH(MOPMaMOHHON 0e30MacHOCTH,
CBUJCTENbCTBYIOIIMX O  HEMOJHOTE WU
HECOBepIIEeHCTBE HacTosiuen [lomutuku

2. CIIMCOK TEPMMHOB U COKPAILLIEHUH

Cokpatienue PacmndpoBka cokpaenus

PCI SSF CeMeHCTBO  CTaHOApTOB, HAMpABICHHBIX Ha obOecredyeHHe  OE30IMaCHOCTH
nporpammuoro  obecreuenust  (PCI Software Security Framework), Ha JgaHHBIA
MOMEHT COCTOWT M3 JIBYX CBSI3aHHBIX MEXIy co00ii cTanmapToB — Secure Software
Standard (SSS) u Secure Software Lifecycle (Secure SLC) Standard.

PCI SSS Cranmapr 0€30IaCHOCTH JaHHBIX MPOTPAMMHOTO  OOCCIICYCHHS HMHIAYCTPUH
miaTexusix kapt (Payment Card Industry Security Software Standard)

PCI SLC CraHmapT, KOTOPBIA OmpeaesieT Oe30macHbIe METOIbI YIPABACHUS >KH3HCHHBIM
ukiioM wiatéxuaoro 10, Mo3BOIONIKME rapaHTHPOBATh BeHaA0py Takoro 110, uto
OHO CIPOEKTUPOBAHO W pa3pabOTaHO ISl 3alMThl IUIATEKHBIX TPAH3AKIUUA U
JIAHHBIX, MUHIMHU3AIMN YI3BUMOCTEH U 3alUTHI OT aTaK.

I10 [IporpammHoe obecnieueHre

Iporpamma [Mporpamma peanusyeT GyHKIMOHUPOBaHue Y gocroBepsitomiero Llentpa s

«Y IOCTOBEPAIOMINI LICHTP
CA.RUS»

BBINOJHEHMS (poBoii moanucy myonnunbix Kiaroueit EPP-knaBuaryp n Xocra.

yC YCTpoHCTBO caMOOOCITY KUBAHHS
b NudopmanmonHas 6€30MacHOCTb
Kommanus AO «CmaptKapa-Cepsuc»

127106, r. MockBa, AnTydbeBckoe mocce, 1. 1, Tes. +7 (495) 981-12-10
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3. HASBHAYEHMUE U OBJACTH IPUMEHEHUSA

Kommaaus AO «CwmaptKapa-CepBuc» mpuiaraeT HEOOXOIWMBIE YCHUIIUS ISl OOecredeHus
3alllUThI KOH(l)I/II[eHI_[I/Ia.HBHOCTI/I, HOCJIOCTHOCTH U AOCTYIMTHOCTH HMCXOJHBIX KOJOB IMOCPCACTBOM
pa3paboOTKH, BHEAPEHUS U TEPUOAMYECKON IEpPEOleHKH MpOrpaMMbl OCBEIOMIIEHHOCTH
U 00yueHus: paboTHUKOB KomraHuu, BKIIOUas PYKOBOAMTENEH CTPYKTYPHBIX MOApa3AeICHUN
B yactu obecnieuenust Ub Komnanumu.

BHenpenune nmnporpamMmbl TOBBILIEHHS OCBEAOMIIEHHOCTM IiepcoHana B Bompocax Wb
OCYILIECTBIISICTCSI B MEJNSAX COKpameHus uucia Hapymenud Wb B Kommanum W CHUKEHHS
BO3MOXHBIX PHUCKOB W YyIpo3, CBA3aHHBIX € HapylieHuem TpeboBanuii Wb paGorHukamu
Komnanum.

MeponpusTusi, HamnpaBIeHHbIE Ha TOBBIIIEHHE OCBEJOMJICHHOCTH pabOTHHKOB B cdepe Wb,
JIOJDKHBI OXBaThIBaTh BeCh NepcoHan Kommanun.

4. METO/JIbI U CPEACTBA
MOBBILIEHUS OCBEJOMJIEHHOCTH
COTPYJIHUKOB B OBJIACTH UB

K METOaM IMOBBIICHUA OCBCAOMIICHHOCTH IICPCOHAIA MOTYT OTHOCUTBLCH:

e peanu3anusg IporpamMM AUCTAHIIMOHHOTrO 00y4eHus BHyTpu Komnanuuy;

e opra"uzanus HHGOPMAIIMOHHBIX pa3/enoB no Bompocam Ub (pa3aen mo 6e3omacHocTH
B 0a3e HOpMaTUBHBIX aKTOB, cTpaHulia 11b Ha BHyTpeHHeM nopTase u T. 1.);

® TpOBeIEHUE BBOJAHBIX MHCTpYKTaxel mo Ub ams HoBbIX paboTHHKOB KoMnanuu;

® TIPOBEACHUE NMEPHUOANYECKUX MHCTPYKTAXEH, 00yUeHU U TPEHUHTOB;

® pacIpoOCTpPAaHEHHUE IUIAKATOB, CIELUAIU3UPOBAHHBIX KOMIIBIOTEPHBIX 3aCTaBOK M
JPYTUX CPEICTB HAIJISIAHOM aruTaluy;

® IIPOBEIEHUE TEMAaTUYECKMX PACCBUIOK M YBEIOMIICHHUN IO JJEKTPOHHOMW IOYTE IUIA
pabotHukoB Kommnanuu;

® O03HAKOMJICHME IIOJ TMOANKMCH IIE€PCOHAJa C HOBBIMA HOPMAaTHBHBIMU AKTaMH
Kommanuu, perimaMeHTHpYOMUMHE Mpoliecchl ooecnieueHus Ub;

® [IPOBEJIEHUE [EPUOJUYECKOTO IMCBMEHHOTO WM AJIEKTPOHHOIO TECTUPOBAHMS
paOOTHHKOB Ha MPEIMET 3HaHUS YCTaHOBJIEHHBIX TpeOoBanuii 1b;

e oO0ydaromye BUACOPOJIUKH;

® IIpOYME METOIBL.

C menpio ay4miero JoBEACHUST MaTepuaia A0 padoTHHKOB KoMmmanwuu, moaroraBivBaeMbIe IS
00ydeHHUs MaTepUabl JOHKHBI BKIIOUYATh:

® OCHOBHBIC METOJIbI ACHCTBUS 3JI0YMBIIIICHHUKOB;

® CrOCOOBI MPOTUBOACHCTBUS HapymuTensim 1b;

L OIIUCAHUEC TUIIMYHBIX OH.IPI60K HOHBBOBaTeJIeﬁ I/IH(bOpMaI_[I/IOHHBIX CHUCTEM,

e 00CyX/IeHHE KOHKPETHBIX NPUMEPOB OIIMOOYHBIX JEHCTBUH TMEpcoHama M UX
MOCJICCTBUH;

e 000CHOBaHHWE NMPUYUH BBEACHUS KOHKPETHBIX MPABHJ M OTPAHUYEHUN B HOPMATHBHBIX
aktax Komnaauu B oOiactu b 1 He00OX0OMMMOCTH UX CO3HATEIHHOTO COOIIIOEHNUS.
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HomuTnka 00y4yeHus: U MOBBIIEHUS 0CBeOMJIeHHOCTH B Bonpocax Ub PCI SSF

OcHoBHbIE TpeOOBaHUS K POrpamMMe MOBBIIIEHUSI OCBEIOMJIEHHOCTH MTepCOHAaa:

® [IPEIOCTaBICHHUE BO3MOXHOCTU  PETYJISPHOTO  IOBBILIEHHS  OCBEIOMJIEHHOCTH
paOOTHHUKOB BHE 3aBHCHMOCTH OT HMX TEPPUTOPHAIHHOTO MECTOHAXOXIEHHUS U 0e3
OTpbIBa OT paboyero mpoiiecca;

® TIPENOJHECEHHE MaTepuaia Mojb30BaTessIM B IPOCTOM U MOHATHOU (opMme;

® JCIIOJIb30BAHME METOJIOB, JENAIOIIMX IPOLECC IOBBIIIEHUS OCBEIOMIEHHOCTH
YBJIEKATEJIbHBIM U HHTEPECHBIM.

5. TPEBOBAHMUA K ITPOLHECCY HOBBILIEHUSA
OCBEJOMJVIEHHOCTHU COTPYJHUKOB
B OBJIACTHU Ub

[Iporniecc moBbIIEHUsT OCBeIOMIIEHHOCTH paboTHHKOB Kommanum B oOmactu Wb BkiatouaeT B
ceOst:

® BBOJIHbIC HHCTPYKTaXXH PaOOTHHUKOB TIPU MpUEME Ha padoTy;

e mepuoaudeckoe (He peke 1 pasa B roja) IUIAHOBOE, a Tak)Ke BHEINIAHOBOE OOy4YeHHE
pabOTHHUKOB AcCTBYONIUM TpeOoBanusm Ub;

® [EPUOIUYECKOE IUTAHOBOE 00yUYeHHE PaOOTHIKOB, Y4acTBYIOIUX B pazpabotke I10;

® T[EepUOIMYECKOE IUTAHOBOE OOydeHHe paboTHHKOB KoMIlaHWM, OTBETCTBEHHBIX 3a
obecneuenue Ub.

HopmatuBHBIE JOKYMEHTHI, periameHTupyromue mnpouecchl obecnieuenuss b B Kommanww,
JOJIZKHBI 6I>ITB AOCTYIIHBI JJJISI O3HAKOMJICHUSA I BCEX paGOTHI/IKOB, Ha KOTOPBIX BO3JIaracTcs
OTBETCTBEHHOCTb 32 HCIIOJIHEHHUE U MO epKaHHe COOTBETCTBYIOIINX IPOIECCOB.

[Tocne mpoBeaeHust 00yueHUsT HEOOXOAUMO (B 3aBUCHMOCTH OT METO/1a OOy4eHHUs) 00eCTIeUnTh
PETUCTPAIIHIO 3aIHCEH, TOITBEPKAAIONINX TPOBEICHIE 00yUCHHS.

[lo okoH4aHuiO 0OydeHHUS MOXKET OBITh NIpOBEIEHA MPOBEPKA IOJYYEHHBIX 3HAHUM MyTeMm
IIPOBEICHUS TECTUPOBAHMS.

Kaxnpii paborHuk Kommanum, mnonydaromuid noctyn K akTuBaM KommaHuu, JOKEH
MPOXOAWTh BBOJHBIA HMHCTPYKTaXK 1o Wb w momydaTsh BcmomoraTeiabHBIE MaTepHabl,
MO3BOJIAIONINE €My BBIMONHITh CBOM (YHKIWHU, coOmromas mpaBuna u noiauTuku Ub,
yctaHoBiieHHbIe B Kommanuu. BBOgHBIE HMHCTPYKT@XH TPOBOIATCS  OTBETCTBEHHBIM
pabOTHHUKOM 1O OOYYEHHIO IyTeM MOKa3a 00YyJaromero BUICOPOIHKA.

O6yuenne pabotHukoB Kommnanuu HOBbIM TpeOoBanusMm UMb npoBoguTcs paboTHUKaMH OTAEa
Wb, u MOeT ObITh BEI3BAHO:

® U3MEHEHHMEM U MEPECMOTPOM MOJUTUK U Tipoueayp Ub;

® BHEJPEHUEM HOBBIX MEXaHU3MOB U cpeacTB Ub;

® 3HAYMMBIMU U3MEHEHUSIMU UCIIOJIB3YEMBIX MEXaHU3MOB U cpeactB Ub;

® I3MCHEHHEM TPeOOBaHUI 3aKOHOAATEIHCTBA, MEKIYHAPOIHBIX TIATEKHBIX CUCTEM H
KOHTPAKTHBIX 00s13aTenbeTB Komnanuu B otHomenuu Ub;

e BO3HHUKHOBEHHEM HOBBIX (M3MEHEHHsI CTaphIX) Yyrpo3 u ys3Bumoctei b B oTHOmEeHNN
aktuBoB Kommanum.

JleranbHoe pazbsicHeHue TpeOoBanuii b mpoBoauTcs B paMKax IJIAHOBOTO M BHEIJIAHOBOTO
00ydeHnus pabornukoB Komnanuu aeiictByronum tpedoBanusim Ub.
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[Iporpamma o0yuenuss pabotHukoB B obmactu Wb Ha mnpeacrosmmii TOJ CcOCTaBsETCS
crenuanucrtom orzaena Wb, cormacyercs ¢ pyKOBOIMTEISIMH BOBJICUEHHBIX IOAPA3JEICHUN U
YTBEPIKIAETCsl MEHEPKEPOM 10 yrpasiieHuto otaenom Ub.

[IporpamMma nomKHA ONPENEIIATH:

e [UIaH 00y4YeHus (HaTa/BpeMs, OCHOBHBIC TEMbI, HCTOUHUKH HH(GOPMAIIHH ),
® OTBETCTBCHHOTO 32 OPTaHU3ALUI0 O0YUCHUS;

® OXHUJaeMbIC PE3YJIbTaThI;

® OTYETHBIC MaTEPHAIIBI IO PE3yJIbTaTaM OOYUYCHHUSI.

[Tnan oOyueHus noJKeH ObITh HANPABJIEH HA MOJJCPKKY U pa3BUTHE HABBIKOB U KOMIETEHIIUN
pabOTHUKOB, COOTBETCTBYIOIUX UX JOJDKHOCTHBIM O0S3aHHOCTSIM U/HUJTU BBITIOJHSIEMOMN POJIH.

Bce paGOTHHKHM JOJDKHBI TPOXOIUTH OOy4YEeHHE, COOTBETCTBYIONIEE HX JOJIKHOCTHBIM
0053aHHOCTSIM M/WUJIH BBITIOJTHIEMON POJIH.

Menemxep mo ympasieHuto otaenom Wb onpenenser HEOOXOOUMYO TMEPUOAUYHOCTH
npoBeneHust o0yuenust Ib ucxons u3 pe3ynbTaToB MOHHUTOPUHTA MHIIMAECHTOB 1B, BHYyTpeHHUX
Y BHEIIHUX ayJIUTOPCKUX MPOBEPOK cocTosiHus cuctembl b Komnannm.

O6yquHe JJIA BCEX paGOTHI/IKOB JOJDKHO BKIIIOYAaTh OCBCAOMJIICHHOCTb M 3HAHUC IIOJIUTHK,
npaBui U nporeayp odecrneuenus Mb, ycranosnennsix B Komnanumu.

Bce pabotHukw, ydactByromue B pazpadorke 10, momkHbI mpoxoanTs oOyueHHe MpuemMaM |
NpakTHKaM O€30IacHOro IMpOorpaMMHUpOBaHUS. A Tak Jke, Ha €XKErOAHOM OCHOBE,
JIOTIOJTHUTEILHOE O3HAKOMIIEHHE C HOBBIMH BHJAMHU YSA3BMMOCTEH M MPAKTUKAMHU 3aIIUTHI OT
HUX.

OOyuenue ansi pabOTHUKOB, ydacTByomIue B pa3paboTke 1O MOMKHO BKIIIOYATH CIETYIOLINE
TEMBI:

e TtpeboBanus cragaapra PCl SSS, kpatkuit 0630p PCI SSF;
e o0ecnieyeHne 6€30MaCHOCTH MpH poekTHpoBanuu 110;

® METOMBI M MIPAKTHKH OE3011acCHOTO TPOTrPaMMHUPOBAHHS,

e 00paboTka KpUTHYHBIX JaHHBIX [10;

e aHanmu3 0€30MaCHOCTH UCXOIHOTO KOJIa;

e TtectupoBanue Oe3omacHocTu [10;

® OIIEHKa PUCKOB M MozenupoBaHue yrpos [10;

Martepuainsl At OpraHu3aliy BHYTPEHHEr0 00y4YeHHUS:

e https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project;
http://projects.webappsec.org/w/page/13246978/Threat-Classification;
http://www.cert.org/secure-coding/;
http://cwe.mitre.org/data/graphs/699.html.

Mosketr OBITh OpPraHW30BaHO BHEITHEE 00ydeHHE PabOTHUKOB, HANPABICHHOE Ha TOBBINICHUE
ocsezomiienHocTy B obnactu Ub. IIporpamma oOydeHust JOKHA BKJIIOYATh B ce0sl OCHOBHBIC
noustus Ub, onpenenenne Mecta v pojii KOHEUHBIX MOJIb30BaTeNel B cucteMe obecrnieuenus b
Komnanuu, paccMoTpeHHME THUIMYHBIX OMIMOOK — HapymeHuidl mpasun Wb u myreil ux
PeIOTBPALICHUS.

[lo pesynbraTam O0Oy4eHHS MOXET OBITh MPOBEACHO TECTUPOBAHHE YPOBHS YCBOCHHS
Marepuana.

C nenpio obecrieyeHHs MOJACPKaHUS KBATM(PUKALUU HA JODKHOM YpOBHE, paOOTHHKH OTHENa
Wb (B ToM uuncie paOOTHUKH, OTBETCTBEHHBIC 3a pearnpoBaHue Ha WHIUIAEHTH WB), 00s3aHbI
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IonuTuKa 00y4eHHsI U MOBbINIEHUsI 0CBeIOMJIEHHOCTH B Bonpocax Ub PCI SSF

IIPOXOJUTh PEryyIApHOE BHEIIHee oO0ydyeHue. Tembl oOyueHus onpenenstorcs MeHemkepom 1o
ynpasienuto oraenom Vb u 3aBucaT ot Tekyeil kBanudukanum pabOTHUKA U BO3JIOKEHHBIX Ha
HEro 00s3aHHOCTEH.
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MMPUJIOXEHMUE 1

IIporpamma BHyTpeHHero o0y4yenus corpyanukoB AO «CmaprKapa-Cepsuc»
NpUHIUIAM 0e30[1aCHOr0 MPOrpaMMHPOBAHNS

Tema Ilnan Bpems
Crangaptel PCISSFu | 1. OcHoBHbIe mosioskenus crangapros PClI SSF u PCI SSS. 1,54.
PCI SSS 2. Ces3b Mexkay crangaptamu PCI SSF u PCI SSS.

3. Pamku nericteus crangapta PCl SSS.
4. Tpebosanus crangapra PCI SSS.
5. [MoapoOHee paccMOTpeTh TPeOOBAaHHUS CTaHIApTa, KacacMbie

paspabotku [10
Haunbomee omacHbie The Top 25 Software Errors in three categories: 249,
omnOKH pu 1. Insecure Interaction Between Components (6 errors);
paspabotke ITO 2. Risky Resource Management (8 errors);

(CWE/SANS TOP 25 3. Porous Defenses (11 errors)
Most Dangerous
Software Errors)

Cratuyeckuil aHaIu3 1. Yro Takoe CAK? 1,54
koa (Static Code IMocnemoBarenpHass 1emouka «AHamu3 I[10» — «AHamm3 ¢
Analysis) 3allycKoM»  (OMHAMHYECKHil) — «AHanmu3 ©0e3  3amycka»

(cTatmaeckwuii). CTaTHYECKH aHAIA3 B CBOIO OYEPENb METUTCS Ha
pydHO#l (peBbi0 (TIOHMMaHWE) KOAa) W aBTOMATH3UPOBAHHBIM
(CAK).

2. B yem mosn3a?
OcCHOBHasi MBICITb — YeM paHbllle OOHApYKHBAEM OIMUOKY, TeM
JielleBie e€ UCIIPaBUTh.

3. Kaxkue npobnemsl 1 geeKThl KoJia ToMoraeT 0OHapy>KUTH?
Heckompko nmpumepoB, kak CAK moMoraet HaliTH HCIIOIH30BaHNE
HEMHUIUATU3UPOBAHHBIX NIEPEMEHHBIX, YTPO3bI HHBEKITUH U TIP.

4. Kak oH 910 nemnaer?
Tpu JTamna CTaTUUECKOT'O aHam3a; JIEKCUYECKUH,
CHUHTAKCUYECKUI U CTAaTUCTUYECKUMN

5. Kakue anroputmsl ObIBaroT?
CoOcTBEeHHO, HE BAAaBasACh B INIyOOKHE NOAPOOHOCTH.

6. Kakue cpeacTBa MOYKHO HUCIOIb30BATh?

0630p CTaTHYECKUX aHAJIN3aTOPOB: ot pazHbIe
SI3BIKW/TUIATOPMBI, C pa3HBIM ypPOBHEM aHainu3a u T.1. Yrto
YMEIOT J€JIaTb KOHKPETHBIC CTAaTHYCCKUC aHalIn3aTopbl, Kak
3aITyCKAaloTCsl, KaKOHM pe3ysbTaT paboThl aHATU3aToOPA.

7. Bo3moxHbIe TpoOIeMBI
O0630p HeynauyHBIX CLEHApPHUEB MEpexoja H/HIM HCIIOJIb30BaHUS
CAK.

8. Baxirouenne
ITonBeneHne UTOroB
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HomuTnka 00y4yeHus: U MOBBIIEHUS 0CBeOMJIeHHOCTH B Bonpocax Ub

PCI SSF

Tema [Inan Bpewms
Wucneknnu Koaa 1. Methodology 1,54
(OWASP Code Review e Security Code Review in the SDLC;

Guide) e Security Code Review Coverage;
e Application Threat Modeling.
2. Crawling Code
e Crawling Code;
e Searching for Code in J2EE/Java;
e JavaScript/Web 2.0 Keywords and Pointers.
3. Code Reviews and PCI SSF
4. Examples by Technical Control
5. Examples by Vulnerability
6. Language Specific Best Practice:
e Java Gotchas;
e Leading Java Security Practice;
¢ Rich Internet Applications.
7. Automating Code Reviews

127106, r. MockBa, AarydbeBckoe mocce, 1. 1, Tea. +7 (495) 981-12-10
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6. UCTOPUSA UBMEHEHUH JOKYMEHTA

Hlara . Bepens Onucanne U3MEHEHUI
W3MEHCHHUH JIOK-Ta
18.08.2021 01.00 VcxomHass pemakiusi DOKyMEHTa, pa3paboranHas ¢ yderom TpeboBanmii PClI DSS
(Bepcus 3.2.1) u PA-DSS (Bepcus 3.2)
28.12.2023 01.01 BHeceHbl KOppeKTHpOBKH, yuuthiBatoiue Tpedosanus PCl DSS (sepcus 4.0), PCI
SLCv.1.1uPCISSSv.1.2.1
O6HoBieHo Ilpusoxenue 2.
Crp. 10 u3 10 AO «CmaprKapa-CepBuc»
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