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2.1.

2.2.

2.3.

2.4.

BBenenune

Hacrosmuii TOKyMeHT ompefensieT TpeOOBaHHUS K MPOIecCy pa3pabOTKH MPOrpaMMHOTO
oOecrieyeHus ¢ ydeToM TpeOoBaHMN MH(OPMAIIMOHHON OE30MacCHOCTH, B TOM YHCIE MPH
IUTAHUPOBAHWHY, HANMCAHUM HMCXOIAHOTO KOJA, TECTUPOBAHUHM O€30MacHOCTH, aHAIN3e
MCXOJIHOTO KO/, BBIITYCKE U MOIEPIKKE.

TpeOoBaHMsi HACTOSAIIETO JOKYMEHTA COTJIACOBaHHBI C TPEOOBAHUSMU CTaHIApTOB
Payment Card Industry Software Security Framework Secure Software Lifecycle
Requirements and Assessment Procedures Version 1.1 (mamee - PCl SSF SLC) u Payment
Card Industry Software Security Framework Secure Software Requirements and
Assessment Procedures Version 1.2.1 (zanee - PCI SSF SSS)

TPGGOBaHI/IH, OMpPCACIICHHBIC B JTAHHOM IOKYMCHTC, 00s13aTeNbHEI JJIA BBIITIOJIHCHUS BCEMHU
corpynuukamMu Kommanmnmn AO «CwmaptKapa-CepBuc», y4acTBYIOIIMMH B ITPOLIECCE
pa3paboTKU MPOrPaMMHOTO O00eCTICUeHUSI.

HcTouHukH, NCTIOIb3yeMble IPU MOATOTOBKE JOKYMEHTA!

— cwe.mitre.org;

— www.webappsec.org;

—qgotw.ca;

— codeguru.com;

——csrc.nist.gov.
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3.1.

3.2.

3.3.

3.4.

Oo01Me moJIoKeHus

Pa3zpaGoTka mporpaMMHOro obecrnedyeHus: JOJKHA BECTHCh C YYETOM MEKAYHapOJHOTO
OTIBITA U JIYYIIUX MPAKTHK B 00JaCTH 6€30MaCHOTO MPOrPaMMHUPOBAHHUS, B TOM YHUCIIE:

— OWASP Application Security Principle;
— OWASP Development Guide;
—CERT Secure Coding Standart.

TpeGoBanusi WHOOPMAIIMOHHONW OE30MACHOCTH JOJKHBI YYUTHIBATHCS HAa BCEX CTAIUAX
cozpanusa [IO: mnpum mNpoeKTHpOBAaHWMM, HANMHMCAHMM HCXOJHOIO KOJa, aHau3e,
TECTUPOBAHUH, BBIITYCKE PENU3A, OJIEPHKKE.

Pazpabotka u tectupoBanue 10 MODKHO MPOM3BOIUTCA C HCIOIB30BAHMEM TECTOBBIX
JAaHHBIX (B TOM YHCIIC TECTOBBLIX AdAaHHbIX IIIIATCKHBIX KapT). Hcnonp3oBanue PCATBbHBIX
JAHHBIX 3aIPELIEHO.

Jo Beimycka penuza u3 [10 1omkHbBI ObITH yIaleHbl KaK BCe TECTOBBIC JaHHbIE (Hampumep,
YUYETHBIE 3aIMCH, JAHHBIE O MPOJIYKTAaX M Ip.), TAK U YUETHBIC 3AIHCH HCIOJIb3yEMbIE
NpUJIokKeHrneM (Hanpumep, nanHbie 11 B3aumoaericteus ¢ OC, CYB/ u np.).
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4. Tlpouecchl o0ecnievyeHusi 6€30MACHOCTH

4.1. brnok-cxema mporecca obecrieueHus Oe3zomacHOCTH mpu paspadorke [1O mnpuBenena

Ha Puc. 1.
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Puc. 1. brok-cxema mporiecca obecrieueHus: 0e30macHOCTH mpH paspadotke [10
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4.2. Bce COTpyIHHMKH, YYacTBYIOIIHE B pa3pabOTKE MPOTPAMMHOTO OOCCIICUYCHHS, OJKHBI
POXOAUTH O0YYEHHE IpUeMaM U MpaKTHKaM 0€30MacHOro MpOrpaMMHPOBAHUS 10 Havaia
paboT, a TaKKe IOMOJHUTEIHFHOE O3HAKOMJICHWE C HOBBIMH BHIAMH YSI3BUMOCTEH
U MPAKTUK 3alIUTBI OT HUX CKCTOJHO.

4.3. OOyueHue MOXET MPOXOJIUTh B paMKax O3HAKOMIICHHUS C PYKOBOJAIIEH HOKYMEHTAIlUel,
O3HAKOMJICHHH C TIOYTOBBIMH pPACChUIKAMH U HH(pOpMalMeldl BHEUIHUX PECYpPCOB,
TPYIIIOBBIX WM WHIWBUYAIbHBIX 3aHATHI, BHEIIHUX KYpPCOB.

4.4. Tlpum nnanupoBaHuu pazpaboTku/mopadbotku IO HE0OXOaUMO YYHTHIBATH TpPeOOBaHUs
Crangapra, B TOM YUCJE:
— TpeOoBaHUs K MApOIHHOMN MOIUTHKE;
——  HCIOJIb30BaHUS 0C30MACHBIX MEXaHU3MOB ayTCHTU(UKAIUH;

— 1mu¢poBaHUS KPUTHUYHBIX JAaHHBIX U JAHHBIX ayTCHTH(UKALUH, MEpelaBacMbIX IO
CETSAM OOILIETO ITOJIB30BAHYS,

— olecrnieueHHs 3aIIUTHI TPH XPaHEHUH JTaHHBIX,
— TpeOOBaHUS K MPOTOKOIUPOBAHUIO COOBITHH.

4.5. HeobxoammMo JOKYMEHTHPOBATH MPOIECC OOpaOOTKM JAHHBIX IUIATEKHBIX KapT (B TOM
YUCJIC U KPUTUYHBIX JaHHBIX aBTOpI/IBaI_[I/II/I) B ITaMATH IJIATCIKHOI'O TIPHUIIOKCHUS.

4.6. HeobxommmMo mpoBeCTH OICHKY PHCKOB, CHOPMHPOBATh MOJEIb Yrpo3 H TpH
HGO6XOI[I/IMOCTI/I BI:Ipa6OTaTI> MCpbI IO CHUIKCHHUIO BBIABJICHHBIX PUCKOB. PeBy.HBTaTBI
OIICHKA PHCKOB JIOJDKHBI HCIIOJNIB30BAThCS HA BCEX CTAAUAX CO3JAHHS TPOTPAMMHOTO
obecrieyeHus.

[Tpu pa3paboTke MojeNnei yrpo3 HEOOXOIUMO YIUTHIBATH:

— MOTHBEBEI, KOTOpBIe MOFyT 6]:ITB y 3J'IOYMBILHJIGHHI/IKa JI1 aTakKh Ha HpOI‘paMMHOG
o0ecIieueHue;

— cimabble MecTa B nporpaMmMHOM OGGCHG‘IGHHI/I, KOTOPBIC 3JIOYMBIIIJICHHUK MOKCT
IIOIIBITATHCA MCIIOJIB30BAaTh,

— BO3MOXHOCTH UCIIOJIb30BaHN BBIABICHHBIX CJIaGBIX MCECT,

——  BIMSHHE YCICIIHOHN aTaKw;

—  BCIO KOJIOBYIO 0a3y;

——  BCE IPOrpaMMHBIE BXO/IbI/BBIXO/IBI;

——  BCE MOTOKH MPOIECCOB/TaHHBIX;

——  BCE T'PAHUIIBI IOBEPHS;

——  BCE TOYKU IIPUHATHUS PELLICHUN.
Pe3ynbTaThl BBITIOJTHEHUS OIEHKH PHCKOB HEOOXOAUMO (UKCHUPOBATh B COOTBETCTBYIOIIMX
OT‘-IéTaX, IIpH 5TOM OOJIKHBI OGGCHG‘-IHB&TBCH:

—— JIOCTaTOYHOCTb OOOCHOBAaHUI pEHICHWH MUTHUTUPOBAHMS KOHKPETHBIX YIPO3 WU
HE/I0CTaTKOB KOHCTPYKIIUH;

— JA0CTAaTOYHOCTb 000CHOBaHMI BCEX OCTATOUHBIX PUCKOB.

[Iponiecc BHecenust mameHeHuit B [10 moipkeH BkiIOYaTh (OpMUpOBaAHHE OTYETA OICHKH
BIIMAHHSA TaKOI'O UBMCHCHHS Ha 6630HaCHOCTB.

B ToMm umcie, HEOOXOOMMO BBHIMONHATH OIEHKY PHCKOB JIISI MCIOJB3yeMbIX KOMIIOHEHTOB
MporpaMMHOT O O6€CH€‘I€HI/I}I C OTKPBITBIM UCXOAHBIM KOIOOM. I[J'DI TaKUX KOMIIOHEHTOB JOJJI)KHO
OBITh TIOATBEPIKIACHO HATMYME TOIJEPIKKH (B T.4. aKTyaJbHBIX UCIPABICHUI 0€301TacHOCTH) — B
IMPOTUBHOM CJIy4ac, 9TU KOMIIOHCHTBI JOJIKHBI 3aMCHATHCA aKTUBHO NOAACPKNBACMBIMHU.
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4.7.

PazpabaTpiBaeMOe PUITOKEHUE TOIHKHO:

4.7.1.00ecnieunBaTh 3alIUTy NapoJieil C HUCIHOJB30BAHMEM XCUIMPOBAHUSA C YHHKAIbHBIM

3HAYCHHUEM «COJIN» IJId KaXXJJ0I'0 3HAYCHMUA,

4.7.2.0rpannumnBaTh JOCTYH K HEOOXOOUMBIM (YHKIUSM M (MIM) pecypcam W Ha3HayaTbh

4.38.

4.9.

4.10.

4.11.

4.12.

4.13.

BCTPOCHHBIM YUCTHBIM 3aITUCAM IMPUTTOXKCHUSA MUHUMAJIBHBIC IIpaBa AO0CTYyIIa:

— M0 YMOJIYaHUIO BCC YUYCTHBIC 3allMCU HpI/IJ'IO)KeHI/IH/ CCPBUCOB UMCIOT NOCTYII TOJIBKO K
TeM QYHKITUAM U (WJIH) pecypcam, KOTOpbie HEOOXOIUMBI JIsl UX paOOTHI;

— Mo yMOJIYaHUIO BCC YYCTHBIC 3alliCU HpI/IJIO)KeHI/IH/ CCPBUCOB MMCIOT MUHHMAJIBHBIC
mpaBa JIOCTyNa K KaX10H GyHKIIUHU U (WJIH) pecypcy, HeOOX0IMMBIM YYETHOM 3aIiCH.

[Ipu HanucaHUU TPOTrPaMMHOTO KOJla HEOOXOMMO PYKOBOACTBOBAThCS PEKOMEHIALINSIMH,
W3JIO)KEHHBIMM B HACTOSIIIEM JOKYMEHTE, M OLEHUBaThb BIMSIHME BO3MOXKHBIX
yS3BUMOCTEM, 2 UIMEHHO:

—  YA3BUMOCTEH u cimabocrei B GbyHKIUSIX MIPOrPaMMHUPOBAHUS
(http://cwe.mitre.org/top25/index.html);

—  yA3BUMOCTEW KOMIIUJIATOPA;

— ys3BuMocTei obmux 6udmmotek OC, ucnonb3zyemsix [10.

Heo6xoauMo ucnoabp30BaTh CIEAYIONIME METOABI IPOTrPaMMHUPOBAHUS:

—— HallpaBJICHHbBIC HA MUHHUMH3alIWIO BO3MOXKHOI'O YPOBHA l'IpI/IBI/IJ'IeFI/Iﬁ JJIs1 BBIITOJTHEHUA
3a7a4 B CpCAC BLITTOJIHCHUS,

—— HampaBJieHHBIC HA 3alUTYy OT cOOEB (IHOOBIC CIICHAPUHU BBITIOJHEHUS, KPOME SIBHO
OIIPENIENIEHHBIX IN3aliHOM MPOIYKTa, 3aIPEIIEHBI 10 YMOIYaHHIO);

—— HampaBJICHHBIC Ha y4YeT BCEX BO3MOXKHBIX TOYCK BBOJIa IOJIH30BATEIBCKHX JIAHHBIX
(BKJIFOUAS pa3IMYHBIE CTIOCOOBI BBOJIA TAHHBIX ).

JIro6oe n3menenue (B ToM yucie 100aBICHNUE) MPOrPAMMHOTO KOJIa MPUITOKEHHS TOJKHO
AHAJIU3UPOBATHCA HaA MPCAMCT 6630HaCHOCTI/I U COOTBCTCTBUA IPUHATHIM B Komnanuu
IpaKkTHKaM 0€30MacHOTO MPOrPaMMHUPOBAHHS.

AHanM3 HUCXOJHOTO KOJa JOJDKeH TMPOU3BOAUTHCA COTPYAHHUKAMH, HMEIOIIUMU
JIOCTATOYHBIM OMBIT B 00sacT 0€30MacHOr0 MPOTrPaMMUPOBAHUS U HE YYaCTBYIOIIUM B
HANTMCAaHWH aHaJU3UPyeMOro ydvactka kona. Ilo pe3ymbraTtam aHamm3a PEeKOMEHIYETCS
3amojHATh (HO HE 00s3aTeNbHO) KOHTPOJBHBIA JHCT, (hopMa KOTOPOTO IMPHUBEICHA B
[Ipunoxenun 1.

[Tpu BBIABIIEHUU TIPOOJIEM B MpoIiecce aHaan3a, UCXOAHBIN KO mepeaaeTcs Ha JopaboTKy,
IPU ATOM JTOpaOOTAHHBINA KO/ MOJUIEKHUT OBTOPHOMY MTOJTHOMY aHAIU3Y.

TectupoBanue Oe3zomacHocTH paszpadoranHoro IO MOMKHO YYUTHIBaTh, KAK MHHHUMYM,
CIIEYIOIINE YSI3BUMOCTH:

— WHBEKIMHM Koaa (TIPOBEPHUTh BXOAHBIC JaHHBIE W YOEIWUTHCSA, YTO JaHHbBIC
NOJb30BaTENsl HE MOTYT H3MEHHMTh 3HA4YEHUS KOMAaHJ M 3alpocoB, IMPUMEHUTh
napaMeTpU30BaHHBIE 3aIIPOCHI U JIp.);

— mnepenonaHenue 0ydepa (mpoBepUTh rpaHullbl Oydepa 1 yceueHHe CTPOK BBOJIA);

— Hebe3omacHOe XpaHEHHWE MarepHasioB IMdpoBaHUus (IIPOBEPUTH OE30MMACHOCTH
XPpaHEHUs! JaHHBIX TUIATEXKHBIX KapT U aBTOPU3AIIMOHHBIX TAaHHBIX );

—— HebOe3omacHble  KOMMYHUKamuu  (IPOBEPUTH  oOecreueHue  Oe30MacHOCTH
NnepeaaBacMbIX NAHHBIX ITNIATCKHBIX KAPT U aBTOPU3ALIMOHHBIX ,Z[aHHBIX);

—— HEKOppeKTHas 00paboTka omuOOK (MpeIoTBpAIlCHHE YTEYKH HHQPOpPMAIUH dYepes
COOOIIEHUS OINOKAX);
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4.14.
4.15.

4.16.

4.17.

4.18.

4.19.

4.20.

— yA3BUMOCTH, BBISBICHHBIC Ha OJTalle aHalM3a HOBBIX YA3BUMOCTEH U TIpH
(bopMUpOBaHUU MOJIEIIN YTPO3.

Pe3ynbrathl TECTUPOBAHUS JOJIKHBI OBITH 33JJOKYMEHTHUPOBAHBI.

[Ipu BeIABIECHMM mpoOIeM B Mpolecce TECTHUPOBAHHUSA, IMPHIOKEHHE IeperaeTcs Ha
nopabOTKy, NMpH 3TOM JOpabOTaHHOE NPUIOKEHHE MOJICKUT IHOBTOPHOMY IOJHOMY
TECTUPOBAHUIO.

[Tpu BbIyCKe penn3a OTBETCTBEHHBIN 3a MPOEKT COTPYAHUK JTOJKEH YOeIUThCS:

— IS KaXI0r0 HM3MEHEHUsS INPOM3BEACH aHAIM3 MCXOAHOIO KOJa, TECTUPOBAHUS
dbynkimonana u 6ezonacHoctu [10;

— pa3pa60TaH0 YBCAOMIICHUC [JIA KIMCHTOB, OIIMCBIBAIONICC BO3MOXHOC BJIMSAHUC
Ha pabdorocrnocobHocTh [10 npu ero 0OHOBIIEHNH;

— pa3paboTaHbl TpoOLEAYpHl BO3BpaTa («OTKaTa») Ha MPEABLIYLIYI0 BEpCHIO, B Cllydyae
HEYJauyHOW yCTaHOBKH HOBOI'O PEIIN3a;

— wu3 IIO ypmaneHHble BCe TECTOBBIE M  BpPEMCHHBIC y4YETHBIC JaHHbBIEC,
KOHq)I/IpraI_[I/IOHHBIG AAaHHBIC, UCTIOJIL3YCMbBIC TIPpHU TCCTUPOBAHWUUN, TCCTOBBIC HOMCPA
KapT u Jap. HHGOpMAIIHI.

Bepcust BBIMYIIEHHOTO penu3a JOHKHA OMPENENAThCS B COOTBETCTBUU C IOJHUTUKON
pemuzoB PCl SSF, mpusenennoii B paszaene 13. Bepcum m momudukanum ToKymMeHTa
«O061mas nHpopmMarusI».

[lepenaua HOBOTO penn3a KIMEHTY OCYHIECTBISIETCS COBMECTHO ¢ HWHQOpMamuei o
NPOM3BEACHHBIX HM3MEHEHUSAX, HOBOW BEPCHUU TNPOTPAMMHOrO OOeCHeueHus: W IpH
HEOOXOJMMOCTH BKIIOYAaTh CBEACHUS O BO3MOXXHOM BIUSHHHM Ha OOHOBJICHUS, Ha
MPOIECCHl KIMEHTa, MPOIEaypax «OTKaTay Ha NPEIbIIYIIYI0 BEPCHIO, OOHOBICHHYIO
BepcHIo ToKyMeHTa «PykoBoaCTBO 1o BHeApeHUIo ctanaapta PCl SSS».

[Ipu momydenuu ot KiaMeHTa MHpopMmanuu o0 oOHapyxeHuu B pazpadbareiBaeMom 110
HEJIOCTaTKOB, CHIDKAIOIIMX OOIINK ypOBEHb 0€30MTaCHOCTH NMPWIJIOKEHHUS, M YTPO3 TaHHBIM
IUIATEKHBIX KapT, HEOOXOAMMO B S5-THEBHBIH CPOK OCYIIECTBHTH IPOBEPKY HAIUUMS
HEJIOCTaTKOB ¥, B CIy4ae MOATBEPXKACHUS, B 15-THEBHBIM CPOK NMPHHATH MEPHI MO HX
YCTpaHEHHUIO.

Ecnm ycTtpanenue ysI3BUMOCTH B 15-IHEBHBI CPOK HEBO3MOXXHO, HEOOXOIMMO
pa3zpaboTaTh W mepenarh KIMEHTaM BPEMEHHOE pellleHue, oOecrednBaroliee CHIKCHUE
PHUCKOB OT BO3MOKHOM peain3aluy BbISIBICHHOH YsI3BUMOCTH.
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MMPUJIOXEHMUE 1

KOHTPOJIBbHBIN JIUCT
10 pe3yJbTaTaM aHAJU3a UCXOAHOI0 KOAA

Howmep penuza: Homep nzmenenus:
No Ha3Banue IIpoBepen
Iepenoanenust 6ydepa
Cl.1 | Ilepenonuenue 6ydepa B cTeke O
C1.2 | Ilepenonuenue 6yhepa B Kyue O
C1.3 | Ucnonb3oBanue Hebe3onacHbIX GpyHKUMH ((HYHKIMH, HE TPOBEPSIONINX pasMep Oydepa |
NIPUEMHUKA ITPU KOITMPOBAHHH)
Hapyumienue rpanui MaccuBa (CTPYKTYpPbI)
C2.1 | Beixop 3a rpaHully Ipy YTEHUU (HEKOPPEKTHOE 3HAUEHUE UHJEKCA WIN yKa3aTess) |
C2.2 | BeIxopa 3a rpaHuIly IpH 3amucy (HEKOPPEKTHOE 3HAYCHUE MHIICKCA MITH yKa3aTes) O
C2.3 | HekoppekTHOE BHIUUCICHHE HHICKCAa MAaCCHBA, OCHOBBIBAsCH HA TIOJIH30BATEIIHCKIX O
JIAaHHBIX
Ileso4nciieHHbIe EPeNOJIHEHUS
C3.1 | Ommbku nmpeoOpazoBaHus YHCIIA CO 3HAKOM K O€33HAKOBOMY |
C3.2 | Omunbku mpeodpazoBanus yncia 6e33HaKa K 3HAKOBOMY O
C3.3 | HempaBuiibHbIA pacueT pa3Mepa ykasaresiel npu apuMeTHIecKux orepamnmsix |
C3.4 | Obpe3anue 3HAYCHUN TIPH TIPUBEICHUN THUIIOB O
Oumudxu npu padore ¢ C-cTpokamu
C4.1 | Omnbky 00pabOTKH 3aBEIAIOIIETO HYJIS IIPH PadOTe CO CTPOKaMHU |
C4.2 | ®ynknuu strnepy, strncat, snprintf He BRICTaBIISIOT 3aBEPIIAIONIETO HYJIS, TIPH O
JIOCTIDKEHUH TIpesiesia Oydepa mpueMHHUKa.
OneuaTkn
C5.1 | IlpucBanBaHuEe BMECTO CpaBHEHHS O
C5.2 | CpaBHeHHE BMECTO MPUCBAUBAHUS O
C5.3 | HekoppekTHoe 0003HaUeHHE TPaHUI] OJ0Ka (B YCIOBUAX M IIUKJIAX) O
C5.4 | OrcyrcrBue ycnosus default B onmeparope switch |
C5.5 | Ucnonb3oBanue sizeof() Hax ykazarenem O
C5.6 | Hcnonp3oBaHME HEMHUIIUATU3UPOBAHHBIX IEPEMEHHBIX O
Ommnékn padéoThl ¢ KPUTHYHBIMHA JAHHBIMHA
C6.1 | Ommbku 09uCcTKH Oy(hepoB ¢ KPUTHIHBIMH TAHHBIMH ITPH OCBOOOXKICHUH O
C6.2 | YnaneHue y4acTKOB KO/, IPY ONTUMH3ALUK KOMITWISITOPOM (HAalpuMep, yAajleHHe Koja, |
JUISl OYUCTKH HapOJIst)
Race Condition
C7.1 | Race Condition (ommOKu CHHXPOHU3AITUH ) O
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PCI SSF

Ne Hazpanue IIpoBepen

C7.2 | Race Condition (npu 06paboTke CUIHAJIOB WIIN NPEPHIBAHNI) O
Omnéky ¢ AMHAMUYECKOI MaMATHIO

C8.1 | JIBoitHOE OCBOOOKICHHE MAMSITH O

C8.2 | OcBoOOX/IeHHE TTaMSTH, IIPU CYIIECTBYIOLIMX CCHUIKAX HA ATOT YYaCTOK MaMsTH (yTeuka |
TaMsITH)

C8.3 | OrcyTcTBHE OCBOOOXKICHUS BCEX PECYPCOB, MPU 00PaOOTKE UCKITIOUCHUH O

C8.4 | HempaBwiibHbIH pacueT pa3Mepa Oydepa, Mpu BbLACICHUN TaMSITH O

C8.5 | OrcyTcTBHE MPOBEPOK MPH BBIACICHUH MAMSTH (C YCIOBHEM IEIOYHCICHHOTO O
TIePETIOTHEHWSI )
Jpyrue omuoxku

C9 Jlybnupyromieecst 3HaUeHHE KITI0Ya B aCCOIMATHBHOM MacCHUBe (XeIe) O

C10 | Hcnonb3oBanne GpUKCUPOBAHHBIX apECcOB JUIsl yKazaTeaen |

Cl1 Pa3sIMeHOBBIBaHHE HYJIEBOTO yKa3aTest (OTCYTCTBHE MPOBEPOK BO3BPAIIAEMBIX TAHHBIX ) O

C12 | Ommbku hopMaTHOH CTPOKH |

C13 HemnpaswmibHelit pacuer pazmepa Unicode cTpoku O

Cl4 | HexoppekTHOe Ha3Ha4E€HUE pa3pelIeHUI K KpUTUUHOMY pecypey |

@.1.0. nposepsiro1ero:
Jara: «_ » 201 r.
127106, r r. MockBa, AaTy(dneBckoe mocce, 1. 1, Tea. +7 (495) 981-12-10 Crp. 11 m3 12



YJIOCTOBEPSIIOIINI IEHTP CA.RUS

S. HAcropust usBMEHEHUH TOKYMEHTA
Hlara N Bepeus Onucanne H3MEHEHUH
N3MCHCHUH JIOK-Ta

18.08.2021 01.00 HcxomHass pemakuusi TOKYMEHTa, paspaboTanHas ¢ yuerom TpeboBanmii PCl SSF
(Bepcmst 3.2.1) u PA-DSS (Bepcust 3.2)

29.08.2022 01.01 BHecensl KoppekTHpoBKH, yuuThiBatomiue TpeboBanus PCl DSS (Bepcus 4.0), PCI
SLCv.1.1uPCISSSv.1.1

18.12.2023 01.02 BHeceHbl KOpPEeKTHPOBKH, yuuThIBaronye namenenus craugapra PClI SSSv.1.2.1

Crp. 12 u3 12 AO «CmaprKapa-CepBuc»
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