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1. HacTtpowmka KoHpurypauymoHHoro ¢panina Nno
cepBepa, paboumx cTaHUMIN N AONOJHNTENbHbIX
YTUNNT

MNepes Havanom paboTbl HEOHXOANMO HACTPOUTL KOHOUIYPaLNOHHBIN Gainn NPUNOKEHUS Ha KaXAOoM
MaLUVIHe, NCNOob3yoLell KOMMOHEeHThI MPUAOXKeHNS (cepBep, paboyas cTaHLUUS).

HacTpolika coctout n3 o6blieil HacTpolku (npefHasHaueHHoOW Ana obecrneyeHUs KOPPEKTHOro
B3aMMOJENCTBUA MeXJy KOMMOHEHTaMW CUCTEMbl aAMUHUCTPATOPOM), U TOHKON HaCTPOMKM
(NpegHasHa4eHHON ANnA ynpaBneHns A0CTYMHbIM QYHKLMOHANOM CUCTEMBI).

BH1MaHue!
TOHKYHO  HacTpOMKy He peKkOMeHAyeTcs  BbIMOAHATb  6e3  KOHCynbTauui  uau
HenocpeACTBEHHOrO y4acTnsi pa3paboTumka CMCTeMbI.

MO noctaBnsieTcst ¢ KOHAUIYPaLMOHHbLIM GaNIOM «MO YMOJUAHWUIO», KOTOPLI/ TpebyeTcs NOMeHATb B
COOTBETCTBUM C HYXJaMW pa3BepTbiBaHUSA CUCTEMBbI.

Takke nocMoTpeTb MNpuMep KOHGUrypaumoHHoro ¢ana c KOMMEHTapusaMKM O HasHayeHun W
JOMYCTUMbIX 3HAaUYEHNAX KaXA0ro nons MoxHo B daline «app.config-descr.json».

BH1MaHwue!
ObpallaeM BHUMaHKWe, 4YTo dopmaT daliia C KOMMEHTAPUSMN HE MOXeT 6bITb 0b6paboTaH MO
1 NpejCcTaBaeH ToNbKO AN MHopMaLmL.

1.1. HacTtpoiika koHurypauymoHHoro ¢pamna MO cepBepa

1.1.1. O6bwas HacTpoika KoHpurypaumoHHoro ¢awina NoO cepsepa

Heobxoanmo aKTyaanm3npoBaTb cnegyrowime noaa and nepcoHanmsaunn CNCTeEMbl U obecneuyeHus ee
CBA3HOCTW!

© Bce 3HayeHMa B cekumsax cert_subject, BAOXeHHbIX B cekuuto key load - 3T0 onuceiBaeT
nHdopmMauuio, cogepxaLlytocs B ceptuurkaTax gaHHoro CA.

© hsm/server_connection/endpoints -  CAWCOK  OAHOBPEMEHHO  UCMOAb3yeMblix  HSM
(Mcnonb3yeTca NepBbIli, eCAX He YCMeLWHO - BbINOMHAETCA nepexod K caegyouiemy). 3aecb
HeobxoaMMO yKazaTb T1n (type), ip-agpec (ipAddress) n nopt (port) HSM ycTpolicTs.

Mpr HEOB6XOANMOCTM MOXHO U3MEHUTb CeytoLLMe NoAs Ha yCMOTPeHne agMuH1cTpaTopa:
© ca-srvd/log/path - nyTb 3anncK N1OroB CUCTEMBI.
© ca-srvd/database/root - nyTb XpaHeHWs 6a3bl AAHHbIX CUCTEMBI.
o

ca-srvd/server/port - tcp/ip nopT cepBepa (JoMKeH coBMajatbe C MNopTaMuM cepeepa
HaCTPOEHHbIM Ha Paboumnx CTaHLMAX).

Bce 3HaueHwns duration_years - 4ANTeNbHOCTb AENCTBUA BbIMyCKaeMoro cepTudukara.
Bce 3HaueHus expiry_date - AaTa OKOHYaHWA BbiMyckaeMoro ceptudukara aas 3arpyskm B EPP.
Bce nyTtn k dpainam B cekymm key_generation (40/KHbI COBNajaTh € NyTAMK B cekummn key_load).

0000

Bce nyTtn k dparinam B cekymm key_load (gosmxHbI coBnNagathb ¢ NyTaAMU B cekumm key_generation).

BHuMaHuMe!
He pekoMeHzyeTcs MeHsITb OCTa/ibHble N0JA 6€3 KOHCYNbTauum ¢ pa3paboTHmMkoM CUCTEMBI.
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1.1.2. ToHKasa HacTpoWka KoH$UrypaymoHHoro ¢anna MO cepBepa

ToHkas HaCTpOMKa npoBOANTCA MOCPEACTBOM KOHCyJ'IbTaLI,I/IVI nnn HenocpeacTBeHHOro y4dactua
pa3pa60Tt-||/||<a CNCTeEMbI.

1.2. HacTtpoiika KkoHurypauymoHHoro ¢panna MO paboumx ctaHUnm

1.2.1. O6bwasn HacTpoiKka KoHpurypaumoHHoro ¢avina NO paboumnx ctaHUM

Heobxoanmo aKTyaan3npoBaTb cnegyrouime noada anda nepcoHanmsaunn CNCTeEMbI U obecneueHus ee
CBA3HOCTWU:

o
o

ca-awsd/server_connection/ipAddress - ip-agpec MallVHbI cepBepa.

Bce 3HauveHua B cekuyuu channels pgns Bcex TUMOB epp-knaBuatyp B Cekumnm ca-
awsd/epp/epp_config. Heobxogmmo ykasaTb KM KaHana epp B OC (name), Hanpumep
«ttyUSB51». VIMA AOMKHO 6bITb MOCTOAHHBLIM NMpu Bcex nepesanyckax OC, Ang 3TOro moryT
NOHaJ0bUTBECA COOTBETCTBYOLME HAcTpokn B camori OC. VIMeHa He JO/KHbI 6bITb
OAMNHAaKOBbIMU.

ObLLee YNCI0 KaHANOB JO/MKHO ObITb OT OAHOIO A0 8 BKAKUNTENBHO.
ca-awsd/printer/external_print_args_mask_linux - komaHaa ans otnpasBku pdf-jokymeHTa Ha
neyaTb. B JaHHOM KOMaH/e He peKoMeHAyeTC MeHATb HNYEero KpomMe MMeHU MpUHTepa, Takxke
MOXHO YKa3aTb neyaTb Ha NMPUHTEP «MNO YMOMYEHWIO».

Mpy HEOBXOANMMOCTU MOXHO M3MEHUTL CeAytoLLye NOoA Ha YCMOTPeHVe agMUHUCTPaTopa:

o
o

ca-awsd/log/path - nyTb 3anNncK N10ros CUCTEMBI.

ca-awsd/server_connection/port - tcp/ip nopT cepBepa (4o/KeH coBNajaTb C MOPTOM cepBepa
HaCTPOEHHbLIM Ha cepBepe).

ca-awsd/http-server/port - tcp/ip nopt HHTP cepBepa nonb3oBaTenbLckoro uHTepderica
(BomkeH coBnagaTb ¢ nopTom HHTP-cepBepa npwu 3anycke web-6paysepa).

ca-awsd/printer/temp_dir - NyTb 3aN1cy NPoOMeXyTOYHbIX GalifoB ANnA neyatu.
ca-awsd/authenticator/enabled - yka3blBaeT MCNONb30BaTb X YCTPOWCTBO aBTOpM3aLuMn
joctyna. Ecam Het - pgoctyn paspelleH Bcerga. Ecam ectb - foCTyn paspelleH, ecin B
YyCTPOWCTBE MNPUCYTCTBYeT uaeHTUdMKaTOp (Hanmpumep, KapTa AOCTyna) aBTOPU3OBAHHOIO
nofib3oBaTe/isi.

ca-awsd/authenticator/allow_shutdown_when_authenticator_disabled - akTyanbHo, ecau
YCTPOIMCTBO aBTOpM3aLUMK AOCTyrna He WCNoAb3yeTcs. YKa3blBaeT, aKTMBHAa /N KHOMKa
BbIk/ItoueHus MK paboyein ctaHUmn.
ca-awsd/authenticator/allow_shutdown_server_when_authenticator_disabled - akTyanbHO,
ecnn yCTPOMCTBO aBTOpM3aLMM JOCTYNa He WCMONb3yeTcs. YKa3blBaeT, akTUBHA /M KHOMKa
Bblk/ItoYeHus MK cepsepa.

ca-awsd/authenticator/authorized_ids - aKkTyanbHO, eCcAn  WCMNOMb3yeTCs  YCTPOMCTBO
aBToOpM3aLMM JOCTYMNa. YKasblBaeT CINCOK CTPOKOBbIX HOMEPOB NAEHTUPNKATOPOB (Hanpumep,
KapT AOCTyNa), KOTOPbIM AOCTYMHbI OCHOBHbIE Onepauun Ha paboyeli cTaHLUN.

Ana onpeaeneHns naeHTUeMKaTopa KapTbl MOXHO BOCMO/Ib30BAaTLCA CNeLmanbHON KOMaHAoM
-readcardid MO fONOAHUTENBHBIX YTUAUT (ca-utils).

ca-awsd/authenticator/authorized_ids_shutdown - akTyanbHO, eCiy UCNONb3YeTCa YCTPOMCTBO
aBToOpM3aLMM JOCTYMNa. YKasblBaeT CINCOK CTPOKOBbIX HOMEPOB NAEHTUPNKATOPOB (Hanpumep,
KapT JOCTyna), KOTOPbIM AOCTYMHAa KHOMKa Bbik/oYeHWsA MO paboyeit cTaHUMN.

Ans onpegeneHua naeHTUdMKaTopa KapTbl MOXHO BOCMO/b30BaTLCA CreLmanbHOM KOMaHZoM
-readcardid NO gononHUTeNbHbIX yTUANT (ca-utils).
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© ca-awsd/authenticator/authorized_ids_shutdown_server - akTyanbHO, eCiu WUCMNOb3yeTcs
YCTPOICTBO aBTOpM3aLMKL AOCTYNa. YKasbliBaeT CANCOK CTPOKOBbIX HOMEPOB NAEHTUGNKATOPOB
(HanpumMep, KapT AoCTyna), KOTOPbLIM JOCTYMHa KHOrMKa Bbikao4veHus [0 cepsepa.
[nsa onpeaeneHns naeHTndMKaTopa KapTbl MOXHO BOCMONb30BaTLCSA CreLansHOn KOMaHAoM
-readcardid MO gononHUTeNbHbIX YyTUANT (ca-utils).

BHumMaHume!
He pekoMeHzyeTcs MeHsITb OCTa/ibHble N0A 6€3 KOHCYNbTauumy ¢ pa3paboTymMkoM CUCTEMBI.

1.2.2. ToHKas HacTpovka KoH$UrypauymoHHoro ¢paina MO paboumx ctTaHUUA

ToHkas HaCTpOI‘/JIKa npoBoANTCA MOCPeEACTBOM KOHch'IbTaLI,I/II7I nnn HenocpeacTBeHHOro y4dactua
pa3pa60Tt-||/||<a CNCTeEMbI.

1.3. HacTtpoika koHurypaumoHHoro ¢pavina MO gononHUTENbHbIX
yTUANT

1.3.1. O6wan HacTpoka KoHUrypaumoHHoro ¢arnna NO fONONHUTENbHBIX
yTmunuT

Mpy HEOBXOAMMOCTU MOXHO U3MEHUTL CieAyroLe NoAs Ha YCMOTPEeHMe agMUHUCTpaTopa:
© ca-utils/log/path - nyTb 3anNnCcK NOroB CUCTEMBI.

© ca-utils/read_barcode/default_out_path - nyTb 3annUcy  CUYMTAHHbIX LUTPUX-KOAOB MO
YMOYaHWIO, €C/IN He yKasaH B MapameTpax KoMaHAbl.

© ca-utils/gen_barcode/default_out_pathname - nytb n wumsa  dailna creHepuMpoBaHHOro
N3006paxeHns LUTPMX-KOAA MO YMONYaHWIO, eC/IN He YKa3aH B NapamMeTpax KOMaHJpl.

BHuMaHuMe!
He pekoMeHzyeTcs MeHsITb OCTa/ibHble N0JA 6€3 KOHCYNbTauumy ¢ pa3paboTHmMkoM CUCTEMBI.

1.3.2. ToHKasa HacTpovika KoOH$UrypaymoHHoro ¢paina NMNO AONONHNTENbHbIX
yTUnunT

ToHKasi HacTpolika MPOBOAWUTCS MOCPEACTBOM KOHCYNbTAUWMA WAN HEernocpeACTBEHHOro y4vactus
pa3paboTynka cMCTeMbl.

2. OnucaHune pa6oTbl MO cepBepa

Mepes Havanom paboTel NPoBOAUNTCSA KOHPUrypaumsa MO.
Janee NO cepBepa MOXeT ObITb 3aMNyLLEHO B OAHOM U3 NATY PEXNMOB:
© pexum reHepauumn RSA kntoueli B HSM;
© pexwum 3arpysku RSA kntoueit B HSM n BJ;
© pexvM nHMUManm3aumm XxypHana ayamnTa;
© pexum reHepauumn ceptudunkatos CA ansa 3arpysku B EPP;
© pexum cepBepa (OCHOBHOIA).

2.1. Pexxum reHepauuu RSA kntoyeinn B HSM

[aHHbIN pexunM akTUBUPYeTCS BbINOHEHNEM NPUIOXEHNS cepBepa (ca-srvd) c napaMeTpom -grsa.
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B faHHOM pexume MNpuioXeHWe cepsepa reHepupyet npw nomowy mogyns HSM m coxpaHseTt B
dainnbl RSA kntoun. NprBaTHasA YacTb K/OYen He cekpeTHas 1 3awmdpoBaHa LMK moayna HSM.

Cnucok 1 napameTpbl KtoYein, KoTopble TpebyeTca creHepmpoBaTh, YKasblBaeTcsd B KOHPUrypaLuum s
cekuwmm ca-srvd/key_generation.

Ecnn daiinbl knrouein yxke cyLLecTByroT, palinbl He ByayT nepe3anmncaHbl 1 MO 3aBepLUNTCS C OLLUNOKORA.

Bo3MO>eH MOBTOPHbI 3aMyck JaHHOTO pexnma C pyriuM Habopom Katoueld B KOHPUrypaumm, ecam oH
He nepeceKkaeTcs C yXe CyLecTBYOLWUMY GarinaMm Knroyei.

Mpwy NepBNYHOM pa3BepTbIBAHUN CUCTEMbI 3Ta KOMaHZAA BbIMOAHAGTCA NepBON.
Mpwv BoccTaHoBAeHUN MO, NpY HanNUMM paHee co3AaHHbIX RSA Katoyei, 3Ta KoOMaHAa He TpebyeTcs.

2.2. Pexxnm 3arpy3skm RSA kntovent B HSM n b/]

[aHHBIA pexXnM akTUBMPYETCS BbINOIHEHWEM NPUIOXeHNs cepBepa (ca-srvd) ¢ napameTpom -Irsa.

B faHHOM pexume npunoxeHve cepsepa 3arpyxaet B bl 1 B HSM-mogynn RSA kntoumn, co3jaHHble
KOMaHAOW -grsa ¢ ucrnonb3osaHvem Mogynsa HSM c Tem xe LMK.

Cnncok 1 NnapameTpsbl K/loYen, KoTopble TpebyeTcs 3arpy3nTb, YKa3bliBaeTCsd B KOHPUIypaumn B cekLmnm
ca-srvd/key_load.

Mpwv NepBrNYHOM pa3BepTbIBAHUN CUCTEMbI 3Ta KOMaHZa BbIMOAHAETCA BTOPO.

Mpw BoccTaHoBNeHUW O, NpU HaNMUYMM paHee Co3faHHbIX RSA knto4vel, 3Ta KOMaHAa BbIMOAHAETCH
nepBoi.

B cnyuae, eciv 3arpyxaemsble JaHHbIe yxxe NnpucyTcTeytoT B B/, MO 3aBepLumnTCs € OLLNGKONA.

2.3. PeXkuM Hnunannsaumm xxypHana ayamta

JlaHHbIA pexuM aKTUBMPYETCA BbIMNOJIHEHMEM MPUIOXKEHUA cepBepa (ca-srvd) ¢ nmapameTpoMm -
iauditjournal.

B faHHOM pexvMe MpunoxeHve cepBepa NPoBepseT Haanyme XypHana ayavmTta n NpoBepsieT ero Ha
Lie/IOCTHOCTb, UM CO3AaeT XXYPHaN C HyNs, €CN OH He CyLLecTByeT.

Mpv NepBNYHOM pa3BepTbIBAHWUN CUCTEMbI 3Ta KOMaHZAA BbINOMHAETCA TpeTbel.

Mpwu BocctaHoBAeHUM MO, NpU HaNMUMKM paHee CO3J4aHHbIX RSA ktouel, 3Ta KOMaHAa BbIMOAHAETCS
rnocne KoMaHabl -Irsa.

B cnyuae, ecnn XypHan ayauvta He HaxoAuTcs B LeEeNOCTHOM COCTOSHUW WUAW HEBO3MOXHO ero
npoBepuThb (TpebyeTcs cBA3b ¢ HSM U1 ktoun, 3arpykeHHble B HEM KOMaHAo -Irsa), MO 3aBepunTcs ¢
OoLLNBKON.

2.4. Pexxnm reHepaumm ceptnépukaTtos CA ana 3arpysku B EPP

[JaHHbIA pexuM akTUBUPYETCH BbIMOMHEHNEM MPUAOXKeHUs cepsBepa (ca-srvd) ¢ napameTpom -
geppcerts.

B faHHOM pexume MpuIOXeHVWe cepBepa reHepupyeT U MNOAMUCbIBaeT cepTudukart, ¢
ncnonb3osBaHeM Moayns HSM, ana fganeHenwen 3arpysku nx B EPP-knasmatypy.

Cnncok © napameTpbl  cepTUUKATOB, KOTopble TpebyeTcs CreHepupoBaTb, YKa3blBaeTcs B
KOHdMrypaumm B cekumm ca-srvd/gen_epp_certs.

JTa KOMaHZbl BbINOAHAETCS nocae koMaHabl -auditjournal.
B cnyuae, ecin cosgaBaeMble cepTudukaTthl yxe npucyTcTytoT B B/, MO 3aBepLUmnTCS C OLLNOKONA.

2.5. Pexxnm cepBepa (0OCHOBHOW)

JaHHbIN pexunM akTUBMPYeTCs BbIMOJHEHUEM NPUIOXeHUs cepaepa (ca-srvd) 6e3 napameTpos, Uan B
pexume $poOHOBOro npoLiecca.

B faHHOM pexunme NMpunoXeHne cepBepa HaxoAUTCa B peXxnmMe 0XUAaHUS 3anpocoB OT NPUIOXKeHUIA
paboumnx cTaHUMA 1 obpabaTbiBaeT MX.
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3anyck MO B AaHHOM pexXxVMe HeobXO0AVMO OCYLUECTBASATb TOAbKO MOC/ae Haya/lbHOW HaCTPOKM
cncTeMbl (NpeABapUTenbHO AOSIXKHbLI BbiTh BbIMOAHEHbI KOMaHAbl -grsa (Mo HeobxoammocTtw), -Irsa, -
auditjournal, -geppcerts).

Mpn nocTynaeHnn 3anpoca Ha NoAMUCb cepTudMKaTa XoCTa NMpUIoXeHVe BblgaeT paboyein cTaHUMN
NOAMNWNCaHHLIN cepTudMKaT XoCTa U NognucaHHble cepTudurkaTel CA-LEeHTPa, yKa3aHHble B CeKLunun
KoHurypaumn ca-srvd/bank_cert_signature (ana tectoBoro (test) nam npombiwneHHoro (production)
pexuma, B COOTBETCTBMM C MapaMeTpaMiu 3anpoca).

Ansa Kaxaoro xocta 6yayT co3gaBaTbCs cepTudumkaTbl C HOBbIMU CEPUAHBIMU HOMEpPaMu,

Mpy nocTynieHMn 3anpoca Ha NoAnucb cepTudurkata knodva EPP-knaBmatypel, NpuioxeHne BblgaeTt
paboueli cTaHUMW NOAMWCaHHbIN cepTudumkat EPP un noanuncaHHble ceptudumkatbl CA-LieHTpa,
yKalaHHble B cekuun KoHdurypaumm ca-srvd/epp_cert_signature (ans TecToBOro (test) wnm
npoMbILIeHHOro (production) pexmnmMa, B COOTBETCTBUM C NapamMeTpamy 3anpoca).

Ans kaxzolh EPP-knaBnatypbl 6yayT co3gaBatbcsa ceptudumkatsbl EPP ¢ HOBbIMU CEpUNHBIMU HOMEpPaMU
n ceptudunkatel CA-LleHTpa, paHee creHeprpoBaHHbIe Ha 3Tane BBoAa N0 B akcnayaTaumo KOMaHAoM -
geppcerts.

Taknm obpasom, B EPP-knasmaTypy 3arpyxatotca ceptudunkatel CA-UeHTpa C 0ANHAKOBbIM CEPUAHBIM
HOMEepPOM.

3. OnucaHue pab6oTbl MO pabounx cTaHUUN

EANHCTBEHHBIA  pexuM  paboTbl NpUAoXeHWs pabodell cTaHuumM (ca-awsd) aKkTUBMpYeTCH
BbIMONHEHMEM MPUIOXEHUA paboyeli cTaHunK (ca-awsd) 6e3 napaMeTpoB, UAK B pexnmMe GOHOBOro
npouecca.

B AaHHOM pexuvMe MpuaoxeHne pabouyeil CTaHUMW HAXOAUTCH B pexmnme OXUAAHWA 3arnpocoB OT
NoONb30BaTeNbCKOro MHTepdelica, obpabaTbiBaeT MX, ynpasBnaseT MOAKAOYEHHbIM 060pyAOBaHMEM
(TakVM Kak NpUHTeEpP, CKaHHep LUTPUX-KOA0B, epp-MOayan).

MNMonb3oBaTento OTAeNbHO AEMOHCTPUPYETCS pPeXunM, B KOTOPOM HaXOAUTCS MPUIOXeHME B TeKyLLWiA
MOMEHT (MPOMBbILLNEHHbIA/TeCTOBbIN, aBTOPM30BaHHbIVI/HE aBTOPU30BaHHbIN).

OcHOBHble onepaunn AOCTYMHbI B aBTOPWU30BAHHOM pexume. N5 BbINOMHEHUS AONOAHUTENbHbIX
onepauuii, Takmx Kak, Hanpumep, BbikatoveHme MO pabouyein cTaHUMKM N BbikaoYeHMe O cepsepa
MOryT MOTpeboBaTbCA [JOMOAHUTE/bHbIE TMMOJHOMOYMS, B COOTBETCTBUM C HaCTpoOMKamu W
NCMOMIb30BaHHbIM  UAEHTUPNKATOPOM MO/b30BaTeNs, €CAn ero KCMno/jb30BaHMe BKIKYEHO B
KoHUrypauum.

PexunM gnarHoCTUKM JOCTyMNeH BCeraa.

3.1. NMonb3oBaTeNnbLCKNA NHTepPenc

Monb3oBaTenbCknii UHTepdeiic oTobpaxaeTcs B MOAHO3KPAHHOM pexunme 6e3 BO3MOXHOCTU
NOKUHYTb €ro 1 NpeACcTaBieH C1efyoLMN OCHOBHBIMI 3KpaHaMM B3aMMOAENCTBUS:

O TnaBHoe MeHI0. 3zecb Monb3oBaTeNb MOXeT BblbpaTb 3agady (moarotoBka EPP, mognuce
ceptndmKata XoCTa, AMArHOCTUKA, MepeBoj CUCTEMbl B TeCTOBbIA WAM  HaobopoT
NPOMBILLNEHHBIA PeXKM), a Tak Xe BbIMONHUTb BbikatoueHne MO pabouei ctaHUmMK nam MO
cepsepa.

O MeH0O AMarHoCTMKW. 3zecb MoNb30BaTe/lb  MOXeT MNpPOBepUTb  PaboTOCMOCOBHOCTb
NOAKOYEHHOr0 060PYA0BaHMA 1 CEPBEPHOI YaCTW CUCTEMDI.

O MeHio noanucu ceptudukata xocta. [lonb3osaTtento bGyaeT NpeanoxeHO BblbpaTb TUM
Tpebyemoro ceptudukata (PKCS7, X.509), n nogHecTn WITPUXKOZA C AaHHbIMW CSR 6aHka B
dopmate PEM. Tlocne ycnewHOro BbIMNOJHEHWA Mpouesypbl, aBTOMaTU4vecku 6yayT
pacnedaTaHbl CreHepupoBaHHble cepTuuKaTel. py HeobXOAMMOCTM MOBTOPUTL MedvaTb
byzeT AOCTyMHa KHOMKa NOBTOPHOW neyaTu.

O MeHto noarotoBkn EPP. Monb3oBaTenb CMOXeT BblbpaTb A0 8 MoAkatoueHHbIX EPP nroboro
TVMNa AN O4HOBPEMEeHHON MoAroToBkuW. [oTpebyeTtcs ykasaTe Tun EPP-knaBmaTypbl 1 KaHan,
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Ha KOTOPOM OHa MOAK/ItoYeHa. Bpemsi McnonHeHns Kaxzaol onepaummn ans EPP MoXeT cuibHO
BapbWPOBaTbCs M 3aBUCUT OT BHYTPEHHUX NpoLeccoB paboTbl EPP.

Mo 3aBepLleHVM MO/Ab30BaTENb MONYYUT YCMELUHbIA CTaTyC onepauun U CepuinHbIi HoMep
ycrewHo obpaboTaHHol EPP.

MOKNHYTb MEHI0 MOAroToBKWY EPP MOXHO TOoNbKO Npu oTcyTcTBUM EPP B Npouecce o6paboTku.

Mpn NoKnAaHUM MeH Nogrotosky EPP 1 cnegytollem Bxoge B Hero - npejblayLime crartychbl
noarotoBkn EPP coxpaHsATCA, UTO MONEe3HO npu CayyaliHOM BbIXOAe, KOrja He yaanocb
3aNOMHUTL CepuiiHble HoMepa 06paboTaHHbIX EPP.

4. OnuncaHve pa6oTbl MO AONONHUTENbHbIX YTUNUT

MO AONONHUTENBbHBIX YTUANT (Ca-utils) MOXeT 6bITk 3anyLLeHo B CleAyoLLnNX pexmnmax:
© pexum co3gaHus wWtpux-koga CSR xocTa;
© pexvM cUMTBIBaHMWSA LUTPUX-KOAA C pe3yNbTaToM NoANncK cepTudurkaTta Xxocta B Gpaiin;
© pexvM cUMTbIBaHUA NAeHTUPMKATOPa KapTbl C OTOBpaxKeHeM Ha SKpaH.

4.1. Pexxnm co3gaHua wiTpux-koaa CSR xocTa

JlaHHbI pexnm aKTUBMPYETCS BbIMNOMIHEHUEM MNPUAOXEHUS AOMOMHUTENbHbIX YTUAUT (ca-utils) ¢
napameTpom -gbarcode.

MNapameTpbl AaHHOW KOMaHAbl UMEeHT BUA;

-gbarcode [-infile:<input-file-pathname>] [-outfile:<output-file-pathname>]

Ecnn He ykasaH napameTp - outfile, To n3obpaxeHne WTPUX-KOAA COXPAHARTCS MO NYTU N MO MEHEM
No YMOYaHMIO (CM. KOHOUIYPaLMOHHLIN daiin).

B AaHHOM pexuMe MpuoXeHne AOMOAHUTENbHbLIX YTUANT CUMTbIBaeT AaHHble CSR xocta B dopmaTte
PEM v3 BxogHoro ¢aina (infile) n 3anmnceiBaeT B BoixogHOM daiin (outfile) nsobpaxeHune LUTPUX-KOAA C
JaHHbIMK CSR B dopmaTte bmp ana nocnegytowein neyvat ero Ha NpUHTEpPe CaMoCTOSATE/IbHO.

4.2. PeXXM CUMTbIBAHUS LUTPUX-KOAA C pe3yibTaTOM NOAMNCU
cepTndumKaTta xocTa

JaHHbIA pexnm aKTUBMPYETCS BbIMNOMHEHWEM MPUAOXEHUS AOMOMAHUTENbHbIX YTUAUT (ca-utils) ¢
napameTpamu ceMelicta -rbarcode:<barcode-name>.

MapamMeTpbl JaHHOW KOMaHZAbl UMetoT BUA:

-rbarcode [-file:<output-file-pathname>] <-type:<barcode-file-type>>

lae Tvn popmata daiina wrpmx-koaa (barcode-file-type) - ognH 13 cnmncka:
0 pem (NpegHasHayeH 413 XpaHeHus cepTMdMKaToB I060ro TMna);
0 cer (NpejHasHa4veH Ana xpaHeHus cepTnudurkaTos Tuna x509);
0 p7b (NpeaHasHauveH ana xpaHeHusa ceptndumkatoB Truna PKCS#7).

Ecn He  ykasaH napametp  -file, TO LWTPUX-KOJ, ~ COXpaHseTcs noa  MUMeHeM
YYYYMMDDHHMMSS.<pacwunpeHue, 3asucsee oT Tuna ¢dopmarta ¢aiina> coctosawmm ns AaTel U
BpPeMeHM B NyTb MO YMOAYAHUIO (CM. KOHOUIYPALMOHHLIN daiin).

B JaHHOM pexume nNpuUIoXeHWe JOMNONHUTENbHbIX YTUANT MNPeAJOXUT MOAHEeCTU LWTPUX-Kog K
CUMTBIBATENHO U COXPAHUT ero AaHHble B ¢alin B Tpebyemom popmare.

[na oTMeHbl onepaumn Bocnonb3yritecb kombuHauwmen (CTRL+C).
4.3. PeXknm cunTbiBaHUSA I/Iﬂ,eHTI/I(I)I/IKaTOpa KapTbl C 0T06pa>|<eH|/|eM
Ha 3KpaH

JaHHbIA pexnm aKTUBMPYETCS BbIMNOMHEHWEM MPUAOXEHUS AOMOMAHUTENbHbIX YTUAUT (ca-utils) ¢
napameTpom -readcardid.
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MapameTpbl JaHHOM KOMaHAbl UMERT BUA!

-readcardid

B JaHHOM pexume MpuaoXeHue JAOMNOAHUTENbHbBIX YTUAUT MPefioXUT MNPUAOKUTb KapTy K
CYNTBIBATENO HAUHET LUKANYECKN CUMNTbIBATb MAEHTUPUKATOP KapTbl M OTOBpaxaTb ero Ha 3KpaHe,
[0 3aBepLleHus npunoxenus (CTRL+C).
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