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Vnpasaenue yassumoctamu (Vulnerability management)

PCI SSF

1. CBEAEHUA O JOKYMEHTE

Howmep Bepcum: 01.02

JlaTa BbIyCKa: 19.10.2023 r.
Jlata yTBepKICHHUS:
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2. BBEJIEHUWE

Hacrosimuii  1OKyMEHT SBIISIETCS YacThbl0 OPraHU3aLMOHHOIO OOecreueHusl pa3paboTKu
nporpaMMHoro obecnedeHus: corpynHukamu AO  «CwmaptKapn-Cepsuc». B nokymente
«YnpapieHue ysI3BUMOCTAMH» (nanee - JIOKYMEHT) COJEpXKMUTCA ONHCaHHE MpoLenyp
oOecrieyeHns MHPOPMALMOHHOW Oe30macHOCTH pa3padoTku mporpamMmmHoro obecreuenus (I10).
s o6ecneuenust coorBerctBus cranaapty PCl SSF. JlokymeHT perimamMeHTUpyeT AeHCTBUS CO
CTOPOHBI POU3BOJUTEIS], HAIPABJICHHBIE HA CBOEBPEMEHHYIO WACHTU(UKAIIUIO YSI3BUMOCTEH 1
BO3MOXHBbIE MMyTH UX paspemieHus. Ha ocHoBe nanHoro JlokymeHTa paspemaroTcs TpeOOBaHUs
crangapra PCl SSF.

[Tpu pazpadotke 1O mnsa maeHTHHUKAIMNA TTOTESHIIMAIBHBIX YSI3BUMOCTEH coTpynHukamu AO
«CmaptKapa-CepBuc» npou3BoJsATCS pEryIspHbIE IPOBEPKHU BHEIIHUX YA3BUMOCTEH.

JoxymenT conepxut 11 cTtpanwuir.
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Vnpasaenue yassumoctamu (Vulnerability management) PCI SSF

3. CIUCOK TEPMMHOB U COKPAILIEHUH

Coxkparienue PacmudpoBka cokpanieHus

PCI SSF CeMeicTBO CTaHIapTOB, HANIPABIEHHBIX HAa oOecreueHrne 0€30MacHOCTH
nporpammuoro obecneuenus (PCI Software Security Framework), Ha qaHHbI#
MOMEHT COCTOMT H3 JBYX CBSI3aHHBIX MKy co00# cTanmapToB — Secure Software
Standard (SSS) u Secure Software Lifecycle (Secure SLC) Standard

PCI SSS Crangapt 0€30MacHOCTH JaHHBIX TPOTPAMMHOTO OOECIICUeHHUS WHIYCTPUH
miatexHbix kapt (Payment Card Industry Security Software Standard)

PCI SLC CrangapT, KOTOPBI olpeaesseT 6e30nacHble METO/IbI YIIPABICHUs dKU3HEHHBIM
koM miaréxxoro 10, no3Bossiiomne rapaHTHPOBATh MPOU3BOIUTEINIO TAKOTO
1O, 4TO OHO CIPOEKTHPOBAHO U Pa3pabOTaHO JUIS 3AIUTHI IUIATEXXHBIX TPAH3AKIMH
W JTAaHHBIX, MUHUMHU3AU1 YA3BUMOCTEH, U 3alUTHI OT aTak

1o [MporpammHoe obecnieyeHue

[Iporpamma [Tporpamma peanusyeT ¢pyHKIHOHUpOBaHKe Y gocToBepsitouiero Llentpa s

«Y IOCTOBEPAIOMINI LICHTP
CA.RUS»

BBITIOJTHEHUSI TU(POBOY OAHCH MyOIMuHBIX Kitodeid EPP-kmaBuaryp u Xocra.

yC

YcTpoiicTBO caM0o00CTy)KUBaHUS
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4. MJEHTUDUKALIUS YSA3BUMOCTEM B
PASPABATBIBAEMOM I10

Bce BbIsBICHHBIE YS3BUMOCTH (PUKCHPYIOTCS B OTAEIBHOM JKypHaje, BKJIIOYAOUIeM B ceOs:
HaVMCHOBaHME YSA3BHMOCTH, €€ TPUMEHHUMOCTb Ui paspabarbiBaemoro I1O, metomsr
YCTpaHEHUS YSI3BUMOCTH, OTMETKY O (haKTe€ TECTUPOBAHUS U €ro pabOTOCIIOCOOHOCTH IpH
OOHOBIIEHUH KOMITOHEHTOB HHGpacTpyKTypsl 110, naty oOHapyxeHus u tectupoBanus, OO
COTpYJHUKA, CTETIEHb KPUTUYHOCTH Ha ocHOoBaHuu CVSS 3.1.

Bce BbIsBIIGHHBIE YSI3BUMOCTH JAOJDKHBI OBITH OLICHEHBI IO CTETIEHH KPUTUYHOCTH Ha OCHOBAHUH
3Hayennid CVSS 3.1. Vs3Bumoctu co 3nayenueM CVSS 3.1 Gonblie uian paBHOH 4 JTOJKHBI
OBITH OTMEYEHBl KaK KPHUTHYHBIC, M YCTpaHEHHl B TedeHHe S5 pabounx guedl. Ilpm
HeoOxomumoctd B IIO  momkHBI OBITH BHECEHBI HEOOXOJMMBIC W3MEHEHHUS C IIEINbI0
MUHHUMH3AIAA BIUSHUS BBISIBICHHBIX YsA3BUMOCTEH. Ys3BumocTtu co 3HadeHnem CVSS 3.1
MeHbIIe 4 NOJDKHBI OBITH yCTpaHeHbl He Oonee, yem uepe3 10 paboumx 1HEH mocie uX
0OHapyKCHHS.

[Ipu momyuyennn oT kimMeHTa WHpopMmanuu o0 oOHapykeHHHM B pazpabarbiBaeMoMm I1O yrpos
JAHHBIM ITUIATeXHBIX KapT W HEJOCTAaTKOB CHIDKAIOIMX OOMMH ypOBEHb O€30MacHOCTH
NPUIIOKEHUs, HEOOXOAMMO B TEUCHHE JIBYX paOdOYMX JTHEH ONpenenuTh XapakTep HelocTaTKa U
CTENCHb KPUTHYHOCTH COOTBETCTBYIOUIEH YA3BHMOCTH. YCTpPaHCHHE YSI3BUMOCTH JOJIKHO
OCYILECTBIISITHCS B CPOK, COOTBETCTBYIOIIHI OMPEAETICHHON CTENIeHH KPUTUYHOCTH.

Ha Bpems ycTpaHeHus JrOOBIX OOHApYXEHHBIX YSI3BUMOCTEH, HEOOXOIWMO pa3padoTaTh, U
nepeaaTh KIMEHTaM BPEMEHHOE PellieHHEe 00eCIeUMBAIOIIee CHIKEHUE PUCKOB OT BO3MOKHOMU
peau3aiy BBISIBICHHBIX YSI3BUMOCTEH.
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VYupagienue ysizsumoctsaimu (Vulnerability management) PCI SSF

5. WIEHTUDUKALIUS YA3BUMOCTEM
O CTOPOHHUX IMPOU3BOJIUTEJIEN

Jns  cBoeBpeMeHHOM wuaeHTH(UKauuu ys3BuMmocted [1O  CTOPOHHMX TPOM3BOJIUTENCH
OpraHU30BaH MpoIecc oOHApYKEeHUsI ys3BUMOcTel Oe3onacHocTH (Puc. 1).

Crermanuctsl I'pynnsl Kontpons KadectBa Ha nepuouueckoil ocHOBe (IPUOJIM3UTENBHO OMH
pa3 B HENENI0) MHCCIEAYIOT Ha IMOSBIEHHE HOBBIX YA3BUMOCTEH. AHaIM3 BIUSHUS
oOHapykeHHbIX ysa3BuUMocTed Ha [IO M HeoOXOAMMOCTH JOMOJIHUTENBHOTO TECTHPOBAHUS U
BHECEHUS U3MEHEHUI IIPOU3BOIUTCS B COOTBETCTBUH C IIPECTABICHHOM HIXKE qUarpaMMon (CM.
Puc. 1). Ha mnepuoanyeckoil OCHOBE INpH BO3HUKHOBEHHUH YSI3BUMOCTEH 0e30MacHOCTH,
UMEIOIIUX BO3MOXKHOCTh HAeHTH(UKauuun B I10, mpousBogurcs HHDOpMUpPOBaHHE TPYIIIbI
pa3paboTYMKOB ¢ OOCYKICHHEM BO3MOXKHOCTEH MpemoTBpalleHust ysa3BUMocTei. B mpouecce
aHaJIM3a MPOU3BOJUTCA PaHKUPOBAHUE YA3BUMOCTEHN B 1uana3oHe ot 1 ao 4.

K ypoBHio 1 oTHOcATCS ysA3BHUMOCTH, OOHapyxeHHble B mporpammax, WEB-cepsucax,
O6u0IMOTEKaX CTOPOHHMX MPOM3BOJUTENCH, KOTOpbIE HE YCTAHABIMBAIOTCSA, HE MOTYT OBITh
ycraHoBieHsl Ha YC u skcmyatupoBatbes BMmecte ¢ I10. Takue ysS3BUMOCTH HE SIBISAIOTCA
KPUTUYHBIMH M HE OyAyT BIUATH Ha KadecTBO Bbimyckaemoro I10. JlanpHeiiee TecTupoBaHue
He TpeOyercs.

K ypoBHIO 2 OTHOCATCS YSA3BUMOCTH, OOHapykeHHble B mporpammax, WEB-cepBucax,
O6u0IMOTEeKaxX CTOPOHHUX IMPOU3BOAMTENEH, KOTOPhIE HE PEKOMEHAYIOTCS JUIsl MCIOJIb30BAHUS
WIM HE HUCHoib3yloTcss coBMecTHO ¢ [IO, HO MOryT OBITh YCTAaHOBJIEHBI KJIMEHTAMH U
JUJIEPaMU/CUCTEMHBIMH MHTETPaTOpaMu CaMOCTOSITEIbHO. be30macHOCTh paboThl € 3TUMH
nporpammamu, WEB-cepBucamun  unm Oubnmorekam — oOeCHeYMBAIOT — KIMEHTHI U
I[I/IJIepBI/CI/ICTeMHBIG HHTCrpaToOpbl CaMOCTOSATCIIBHO. VAI3BUMOCTH Takoro THIIA HMEIOT
«Huzkuit» ypoBeHb KpUTHYHOCTH. TectupoBaHue coBmecTHO ¢ [IO mpoBoautcs Ha CTOpOHE
KIIMCHTOB U ,Z[I/I.HepOB/CI/ICTeMHBIX HHTCIpaToOPOB.

K ypoBHI0O 3 oOTHOCATCS YSI3BUMOCTH, OOHAapy)XEHHble B OJIOKaX Cpebl SKCIUTyaTallud, B
nporpamMmax, OMOJIMOTEKaX CTOPOHHUX MPOU3BOAUTENEH aNMapaTHbIX MOJIYyJIei, KOTOpPbIE MOTYT
ObITh ycTaHOBIeHBI Ha Y C, HO He B3auMoeicTBYIOT ¢ [10. Takum ysa3BUMOCTSIM NMPHUCBAMBAETCS
«CpenHuil» ypoBeHb KpUTHUHOCTH.

K ypoBHIO 4 OTHOCATCS YSA3BUMOCTH, OOHapykeHHble B mporpammax, WEB-cepBucax,
O6u0IMOTEeKaxX CTOPOHHUX MPOU3BOAUTENECH, KOTOPhIE YCTAHABIMBAIOTCS MM MMEIOT JOCTYI K
VYC c¢ ycranoBineHusiM [IO unmum ¢ kotopeiMu I1O B3auMOAEHCTBYET HEMOCPEICTBEHHO B
nporiecce padboTsl. TakuM ysS3BUMOCTSAM IpUCBauBaeTcs «BBICOKHIT» ypOBEHb KPUTHUYHOCTH.

Hns ya3Bumocted 3 u 4 ypoBHs TpeOyeTcsi JONOTHUTENbHBIN aHanu3 BIUsSHUS Ha padoty I10.
IIpy HeoOXOAMMOCTH, Ha OCHOBE IAHHOM YA3BUMOCTH B CHELMAIM3UPOBAHHOM CpEACTBE
yIpaBJICHUS 3alpocaMH Ha W3MeHeHHe mporpammuoro mnpoaykra «Rational ClearQuest»
co3maeTcs 3asBka Tuma «Feature Request» mmm «Defect Request», Ha ocHOBaHHH KOTOpOM
BHOCSATCS] HI3MEHEHUS B KOJ| IPOTPaMMbl /WK TpeOyeTcs: JONOTHUTEIbHOE TECTUPOBAHUE.

[Tporiecc 00paboTku 3asBOK MO ysa3BUMOCTAM [IO CTOPOHHHMX MPOM3BOAUTENICH aHAIOTHYEH
KU3HEHHOMY LMKy OOpaOOTKM 3asiBOK, HPEJCTAaBICHHOMY B JOKyMeHTe «OpraHuzanus H
npouecchl conpoBoxaeHus [10».

Ecnu oOHapyXeHHbIE YS3BHUMOCTU SIBJISIIOTCS KpUTHUHBIME B pabore IIO, TOo mpuHHMaercs
pemieHre o BblTycke HOBOM Bepcud [IO mnM COOTBETCTBYIOIIErO OOHOBIEHMS/IOMOIHEHUS K
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Tekymel Bepcun. Ha mpencTaBiieHHON 1ajee quarpaMMe OTOOPaKeH MpOIecC aHan3a BIUSHUS
YSI3BUMOCTEH M JAIbHEUIITNH mporiecc uX 00pabOTKH.

Corpymauku  AO  «CwmaptKapa-Cepsuc»  uHpopmupyroTcs  mpousBoautensimu  YC
00 uneHTH(UKAMKM HOBBIX YSI3BUMOCTEH M BHECEHHMHM COOTBETCTBYIOIIMX HW3MEHEHUH B
amnmapaTHble MOIYJIH YCTPOMCTB M B IIATGOPMBI B3aUMOJIEHCTBHsS C yCTpoicTBamu. Bcee
U3MEHEHUs B INPOTrpaMMHO-alNapaTHBId KoMIuieke mpousBoautened YC M HOBbIE BeEpcuu

IIporpaMMHO-aImnapaTHbIX KOMIIJICKCOB ITPOXOAAT 00s3aTeNnpHOE TECTUPOBAHNEC COBMCCTHO C
[10.

TectupoBaHue OCYIIECTBISETCS B COOTBETCTBUH C T0KyMeHTOM «lloi0xkeHue o TeCTUPOBaHUU B
npoekTax pazpadorku I10», BxoasiemM B cOCTaB JOKYMEHTAIIMH IO MpoIleccaM MPOU3BOJICTBA
nporpammuoro obecrieuenus B AO «CmaptKapa-Cepsucy.

Corpynaukun AO «CwmaptKapa-CepBuc» Ha NEepHOJUYECKONH OCHOBE HCCIENYIOT CalThl
xomnanuu «Microsoft» Ha TOsIBICHHE HOBBIX YSI3BHMOCTEH, TakUM 00pa3oM, COTPYAHHKH
CBOCBPEMEHHO HH(POPMHUPYIOTCS 00 W3MEHEHHUSX, CBS3aHHBIX ¢ HWHOOPMAIMOHHOU
0€30IMaCHOCTBIO U OOHAPYKCHHEM YA3BMMOCTEH B MPOAyKTax Kommanuu «Microsoft», koropsie
HeoOxoaumsl s padotsl 110, Bimouyas ooHoBienuss OC. HeoO6xonumble HCIIPaBICHHUST MOKHO
HOJYYUTh U3 PACCHUIKU MJIM CKayaTh CBOOOIHO JOCTYIIHbIE OOHOBJIEHU U3 ceTu MHTepHeT.

Crp. 8m3 11 AO «CmaptKapa-CepBuc»
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6. MEPbI OGECIHEUEHUS UH®OPMAILIMOHHOM
BE3OINACHOCTH IIK YC

Ecnu pe3ynbTaThl TeCTUpOBaHHE IMOKa3ald KOppekTHyio pabory [1O ¢ oOHOBIEHMSAMHU WU
n3MeHeHussMu  [IO  CTOpOHHUX  MPOM3BOJAWTENCH, CBS3aHHBIMU C  HWHGOPMAIIMOHHON
0€30I1aCHOCTBIO, TO KJIMEHTAM WM JHJIEPaM/CUCTEMHBIM HHTETpaTOpaM pPEKOMEHIYIOTCA K
MCIIOJIb30BAaHUIO JaHHbIE OOHOBJICHUS WJIM U3MEHEHUS.

[Ipu BBIMOJIHEHMH TECTUPOBAHHUS OOHOBIEGHHMM W WM3MEHEHHMH MOTYT MOTpeOOBaTHCA
nononHuTenbHble  Jopabotku I[IO 1 KOpPpPEeKTHOro B3aMMOJAEWCTBUS  C BBITYHICHHBIMU
OOHOBNCHUSIMA HMIU W3MeHeHHsMU [IO CTOpOHHHMX NpPOU3BOAUTENEH. APXUTEKTOp NPOEKTa
yCTaHaBIWBAET CPOKU BHECEHUsI HEOOX0IMMBIX n3MeHeHui B [10.

Hpumelmuue. Apxumekmop npoexkma — JIMIO, OTBECTCTBCHHOC 3a CKCIHCBHOC YIIPABJIICHUC
ITPOCKTOM, KOMaHHOﬁ IIPpOCKTA. OH Takke HECEeT OTBETCTBCHHOCTH 3a IMOJIHOTY U LEIOCTHOCTH
COCTOSAHHUA pa3pa6aTblBaeM0ro IMPOCKTA B LICJIOM.

[To pe3ynbpTaram paboT BhITyckaeTcsi oOHOBIeHHE uiu HOBBIe Bepcuu [10, moanepkuBaromue
pabory ¢ oOHoBneHMsMH WM u3MeHeHusMH [1O croponHux mnpousBoauteneid. I[Ipasuna
BBITTyCKa Bepcuit u oOHoBIeHn 110 3adukcupoBansl B JokymMeHTe «Il1an koH(UTYypallMOHHOTO
yIpaBIEHUSA», BXOJALIEM B COCTaB JOKYMEHTalUW 1O mpoueccam mhpoussoiactsa 110 B AO
«CwmaptKapa-Cepsuc». Kiimenram wnm auiiepam/CHCTEMHBIM MHTETpaTOpaM PEKOMEHIYIOTCS K
UCIIOJIb30BAaHUIO BBINTYIICHHBIE Bepcun U 0OHOBiIeHus 110.

Vnanennwsrii goctyn k IIK YC, wuncrammsimus o6uoBiaeHuit [0 wu IO cropoHHHX
HpOH3BO,Z[HT€JIGfI OCYH_IGCTBJIHGTCH KINCHTAMHU WJIN ,Z[I/I.HepaMI/I/CI/ICTeMHBIMI/I I/IHTeraTOpaMI/I
CaMOCTOSITENLHO.
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7. UCTOPUSA UBMEHEHUH JOKYMEHTA

JlaTta n3mMeHeHnit Bepens OnucaHye U3MEHEHUH
JIOK-Ta
17.08.2022 01.00 HcxomaHas pegakuus TOKyMeHTa, pa3paboTanHas ¢ yuerom TpedoBanuii PCl DSS
(Bepcus 3.2.1) u PA-DSS (Bepcus 3.2)
25.08.2022 01.01 BHecenbsl kKOppekTHpPOBKH, yuuThiBatoiue tpeboBanus PCl DSS (Bepcus 4.0),
PCISLCv.1.1 uPCI SSSv.1.1
19.10.2023 01.02 JIOKyMEHT IepecMOTpPEH ¢ yueToM m3MeHenuit B cragmapte PCl SSSv.1.2.1
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