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PykoBoACTBO Mo yCTaHOBKe 3

1. MporpamMmMHo-annapaTHblie TpeboBaHUS

Mporpamma «YgoctoBepstowmin ueHTp CA.RUS» npegHasHaveH ansa paboTel nog OC Astra Linux.

2. Ob6uiee onncaHve N TePMUHBLI

Mporpamma «Ygoctosepsitowmin ueHTp CA.RUS» cocToUT 13 Tpex NporpaMMHbIX KOMMOHEHT:
© 1O cepsepa (ca-srvd);
© 1O paboueii ctaHuUK (ca-awsd);
© NO c¢ pgononHUTenbHbIM HabopoM yTUAWUT (ca-utils), pa3mellaemblx, Kak MpaBuUIo, Ha
oTaenbHbIX K. MNporpaMmMHas KOMMOHeHTa ca-utils He TpebyeT pa3MelleHns B 6e30MacHON
30He!
MO cepsepa npejocTaBaseT BO3MOXHOCTb WCMOAHEHUSA psja KOMaHJA KOMaHAHOM CTPOoKM Ans
HaCTPOVIK/ cepBepa, a TakKe OCHOBHOW HEeVMHTEPAKTUBHbIV pexnM (3anyLeHo 13 KOMaHAHOW CTPOKU
VAN B KaYecTBe NpoLiecca-4emMoHa).

Pabounx cTaHUWA B cucTteMe MOXeT bbITb 60/1ee 04HON.

MO pabouunx CTaHUMI NpejocTaBAseT NoAb30BaTeN0 MOJHO3KPaHHbBIA MHTepdelic Ha ocHoBe web-
bpay3epa, OTpaxarLllero Tekyllee BHyTpeHHee cocTosHMe [10, NpM 3TOM OHO HAaXoAUTCH B
HEeNHTEePaKTUBHOM peXxuMe (3anyLleHO M3 KOMaHAHOM CTPOKM WK B KayecTBe npoLecca-4emMoHa).
MpeaocTaBnsieMblli MOMb30BaTeNt0 UHTepPeC MNOMHOCTLIO ApYyXentobeH Aas KCMOoAb30BaHUSA C
CEeHCOPHbIMU 3KpaHamu, He TpebyeT noakntoyeHns K MK knaBmatypbl U «MbILLIN».

MO pabounx cTaHUU 06MeHMBaeTCa JaHHbIMY ¢ O cepBepa B xoje paboTkl no npotokosy TCP/IP.
MO pabouymx CTaHUWIA  KOHPUrypupyeTcs MyTeM HacTpPorku  KoH$urypaumoHHoro  daiina
«app.config.json», HaxoasLlerocs B kaTanore yctaHoBku MO (dakTnyeckn, nam no CUMBOINYECKON
ccolnke B parinosoi cncreme OC).

MO cepBepa KOHOUrypupyeTcsa nyTemM HACcTPOUKM KOoHuUrypaumoHHoro daiina «app.config.json»,
HaxoAsLlerocs B katanore yctaHoBkM MO (pakTrnyecku, nam no CUMBONYECKON CCblike B $aiifioBol
cncteme OC), a Takke WCMOAHEHVMEM KOMaH[ KOMaHAHOW CTPOKMW, TakXe OCHOBAHHbLIX Ha AaHHbIX
KoHUrypaunoHHoro daina (cm. gokymeHT «CA_RUS_PykoBoacTBO nonb3osaTend.pdf»).

MO cepBepa 1 paboumnx CTaHUWI BefeT XYPHasbl CBOe paboTsl.

MO cepBepa 3anonHAET 1 NCNONb3yeT 6asy AaHHbIX, OCHOBAHHYO Ha GpaliioBOl CUCTEME.

JlaHHas 6a3a He COAEPXWUT CeKpPeTHOW UHPopMaLuK, MO3TOMY MOXHO CBOBOAHO CO034aBaTb
pe3epBHble KOMuK 3TO 6asbl.

JlaHHasa 6a3a cofepXUT MHPopMaLMo, HeobxoanMyto Anst paboTel MO cepBepa, MO3TOMY HEOBXOANMO
CO3JaBaTb pe3epBHble KONuK 3Tol 6a3bl.

3. O6bwume pekomeHAaLMWN Mo yCTAaHOBKe

BH1MaHwme!

YctaHoBKa W KOHuUryprvpoBaHue  ¢aiifioB  MOporpaMmMbl  JO/DKHA  MPOM3BOAMTHLCA
COTPYAHWKOM, 06/1a4atoLM MPOABVHYTEIM YpOBHEM paboTel ¢ MK 1 MMeroLwmmM HaBbIKK
agMuHUcTpmpoBanus OC Linux.

Mporpamma «YgoctoBepsitowmin  LeHTp CA.RUS» npuMeHsieTcs B crneuvanbHO 060pyA0BaHHbIX
3alMLLEHHBIX KOMHaTax A9 YyCTaHOBKM Ha CepBep yrnpasB/ieHVsa 1 perucTpaumm ¢ npegoctaBneHnem
nHTepdenca kaveHTaM Ha paboumx craHuuax. lNporpamma «YgoctoBepstowmii ueHTp CA.RUS»
yCTaHaBAMBaeTCd Ha cucTeMbl nog ynpasneHnmem OC Astra Linux. lNpu ycTaHOBKe mnporpammbl
TpebyeTcsa pa3BepHYTb Habopbl BCNOMOratenbHbIX 6nbanoTek, Habopbl 6UBANOTEK U UCAOAHAEMbIX
$alinoB 31eMeHTOB CUCTEMbI 1 BbIMOJIHUTb HACTPOMKY HEOBXOAMMbIX NPaB AOCTYNa A4/15 MPUTOXEHUS.
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YpocTtoBepstowmii ueHTp CA.RUS

BH1MaHwue!
Mocne yctaHOBKM TpebyeTtcs nepe3arpy3unts OC.

4. YctaHOBKa Habopa BcnomMmoraTesibHbIX 6ubanoTek

Ana yctaHoBKM Habopa BcromoraTesbHbIX 6MbAMoTek TpebyeTcs CKOMMPOBATb COOTBETCTBYHOLLME
dalinbl N ANPeKTOpUM U3 YCTAaHOBOYHOIO KOMMAEKTa NPOorpammel.

CkonunpoBaTb Bce dairina ns katanora gpi B katanor /usr/lib/gpi/;
CkonunpoBaTtb Bce daiina ns katanora dsa B katanor /usr/lib/dsa/;
CkonwunpoBsaTtb gpi.conf 13 katanora Id B katanor /etc/ld.so.conf.d/;
CkonupoBsaTtb dsa.conf n3 katanora ld B kaTanor /etc/ld.so.conf.d/.

5. YctaHoBKa Habopa ncrnosiHsemMbixX ¢aminos

31eMEHTOB CNCTEMBDI

[Ansi ycTaHOBKM Habopa NCMoNHseMbIX GalifoB 3/1eMEeHTOB CUCTEMbI TpebyeTcs:

1

2)

3)

Ha MK cepBepHoli YacTn ckonupoBaTh Bce daina n3 katanora ca-srvd B katanor /usr/sbin/ca-
center/ca-srvd/. CkonmnpoBaTb ca-srvd.conf ns katanora Id B katanor /etc/Id.so.conf.d/.

Ha MK pabounx cTaHuuWii ckonmpoBaTb Bce daina 13 katanora ca-awsd B katanor /usr/sbin/ca-
center/ca-awsd/. CkonunposaTtb ca-awsd.conf n3 katanora |d B katanor /etc/ld.so.conf.d/.
Heobxoanmble pononHuTensbHble nakeTbl: libusb-1.0-0-dev, libusb-dev, libudev-dev, pcscd,
libpcsclite1, libpcsclite-dev, cups-client, htmldoc, chromium, chromium-browser.

Ha MK, rge npeanonaraetcs MCNonb30BaTb AOMOAHWTENbHbIE YTUAWTBI, CKOMMPOBAaTb BCe
¢dainna n3 karanora ca-utils B katanor /usr/bin/ca-center/ca-utils/. CkonnposaTtb ca-utils.conf 13
katanora Id B katanor /etc/ld.so.conf.d/.

Heobxoanmble ponosHuTenbHble nakeTbl: libusb-1.0-0-dev, libusb-dev, libudev-dev, pcscd,
libpcsclite, libpcsclite-dev.

6. Hactpouka npaB nonb3oBaTtens OC

TpebyeTcs NpoBeCcTM HacTpoKy Npas nonb3osaTtens OC Linux Takmm 06pa3om, UTobbl:

1)

2)

3)

MK cepBepa MMen BO3MOXHOCTb UMTaTb Gaiifl KOHGUrypaumm, pacronoXeHHbIn B ANPEKTOPUM
YCTaHOBKW 1 NncaTb $aitbl B AUPEKTOPUSAX, YKazaHHbIX B KOHOUrypaLMoHHOM daline. A Takxe
NPUHMMAaTL BXOJALLUME COeAMHEeHMA OT paboumx CcTaHuuii Ha http-nopty cepsepa, w”
yCcTaHaBnmBaTb http-coegnHeHne ¢ mogynem HSM, B COOTBETCTBUM C HacTporkamuy,
yKa3aHHbIMU B KOHUrypaumoHHoMm darne. KoHPUIrypaumoHHbIR  $aiin  HeobxohmMmo
npegsapuTensHo NOAroTOBUTb noAa HY>X bl nosib3oBaTens (cm. AOKYMEHT
«CA_RUS_PykoBoacTBO Nonb3oBatens.pdf»).

MK pabounx CTaHUMA MMeNo BO3MOXHOCTb YnTaTb daiin KoHUrypauum, pacnonoXeHHbI B
ANPEKTOPUN YCTAaHOBKW W Mncatb ¢aiiibl B ANPEKTOPUSAX, YKa3aHHbIX B KOHPUIypaLMOHHOM
daiine. A Takke OoTKpbITb MOPT http-cepBepa Ha NOKaNbHOW MalUnHe, 1 ycTaHaBameaTb http-
coegnHeHne ¢ [K cepBepa, B COOTBETCTBMM C HACTPOMKaMK, yKasaHHbIMW B
KoHourypaumoHHoMm daiine. KoHourypaumoHHbini  dailn  HeobxoauMo npeaBapuUTensHO
MOAroTOBUTL  MNOA  HyXAbl  nonb3oeBaTensd  (cM.  gokymeHT  «CA_RUS_PykoBoacTBO
nosnb3oBatens.pdf»).

Takke HeobxoAMMO obecrneynTb HACTPOWMKY MpaB AOCTyNa MNPUIOXEHUs AN NCMOb30BaHNA
060pyA0BaHUS:
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PykoBoACTBO Mo ycTaHOBKe 5

0 usb wTpuxkoa-ckaHHepa honeywell (HanpumMep, yctaHoBKoW udev-npasuna, cMm. 99-ber-
honeywell.rules B gnpektopun udev);

0 usb-2-com epp-ki1aBMaTypbl (HYXHO paspelnTb paboTy c tty-ycTpoMcTBaMM, Takxe
TpebyeTca 3aduKCMPOBaTb WX CUCTEMHOE MMSA KakK YKasaHO B KOHUIypaLMOHHOM
daline, UTObbLI OHO He MeHS/1I0Cb NPY NepeTbiKaHWK YCTPOKCTBA B MOPT W Nnepesarpyske
0C). KoHourypaumoHHbln dann HeobxoanMO npeABapuUTeNbHO MNOATOTOBUTL MOA
HY>X/Abl Nofib3oBaTens (cM. gokymeHT «CA_RUS_PykoBoacTBO nosib3oBaTtens.pdf»).

o nfc-cuntbiBaTens ACR1252U-M1 uepes cepsuc pcesclite;

O CeTeBOro MpUHTEpa Yepes CUCTEMHYIO KoMaHay Ip.

4) MK c ZONOAHUTENbHLIMU YTUAUTAMU MMENO0 BO3MOXHOCTb 4UuTaTb dain KoHUrypauumu,
PacnofOXeHHbI B ANPEKTOPUN YCTAaHOBKW W MncaTb Galifibl B ANPEKTOPUAX, YKa3aHHbIX B
KoHOUrypaunoHHoM daline. A Takxke nepejaBaeMbix NoJb30BaTeIeM B kadecTBe NapamMeTpoB
K KOMaHAaM, B COOTBETCTBUM C HACTPOMKaMW, ykasaHHbIMU B KOHQUrypaumoHHoM daline.
KoHourypaunoHHbln  ¢aiin  HeobxoAMMO npeaBapuTeNbHO MNOAFOTOBUTL  MOA  HYXAbI
nonb3oBatens (cMm. JokyMmeHT «CA_RUS_PykoBoAcTBO nonb3oBatens.pdf»).

5) Takxe HeobxoAMMO obecneyunTb HACTPOWMKY MpaB JOCTyna MPUIOXKEHUS AN NCMOb30BaHWSA
obopyaoBaHus:

0 usb wTpunxkopa-ckaHHepa honeywell (Hanpumep, ycTaHOBKOW udev-npasuna, cM. 99-bcr-
honeywell.rules B anpektopun udev);

0 nfc-cunteiBatens ACR1252U-M1 uepe3s cepBuc pcsclite.
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