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4 MNporpammMmHoe obecneueHme ans ycTtpocte camoobcnyxuBaHus «TellME 7»

1. CBEAEHNA O AOKYMEHTE

Howmep Bepcun: 01.00

[JlaTa Bbinycka: 18.08.2021 .

[laTa yTBepxXaeHus:

Mopsagok 06HOBNEHUS: — 1 pa3 Brog;
— npuv o6HoBAeHUM MO «TellME 7» (Npyn HeobxoanmocTn);

— npu o6HoBAeHUU cTaHgapTa PCl DSS n PA-DSS

2. BBEAEHUWE

HacToawmi JOKYMeHT SBSETCA YacTbio OPraHn3aLMoHHOro obecrneyeHns paspabotku MO «TellME 7».
B gokymMeHTe «PyKOBOACTBO MO NpuMeHeHuto cTaHaapTa PA-DSS» (fanee — PyKoBOACTBO) cofep>aTcs
NHCTPYKLMW MO HaCTpOlKe AOMOJHUTENBHOM 3almMTbl MPOrpaMMHOro Nnpojykra B COOTBETCTBUM CO
cTaHfapToM PA-DSS, ueTkoe onpegeneHvie 06513aHHOCTEN MPOU3BOAUTENS, ANNEPOB/CUCTEMHbIX
NHTErpaTopoB N KANEHTOB A8 AOCTUXKEHWS COOTBETCTBUA C TpeboBaHuAMK ctaHgapta PCl DSS. B
PykoBogcTBe cofepxaTtcs NnoApobHble CBefleHVs O TOM, Kakve napameTpbl 6e30MacHOCTU AO/KeH
Bbl6paTb KANEHT U/ Nnu Annep/cucTeMHbll HTerpaTop.

B PykoBoacTBe npuBefeHbl 00A3aHHOCTW CTOPOH MO peanuMsaumm TpeboBaHWM, YKa3aHHbIX B
craHgapte PA-DSS. [lokyMeHT cofepXnT 28 cTpaHuL,.

3. CNMCOK TEPMWHOB N COKPALLEEHNIA

CokpalleHue PaclumdpoBka

PA-DSS CraHgapT 6e30NacHOCT AaHHbIX MAATEXHbIX MPUAOXKEHUI NHAYCTPUN
nnaTexHbIX kKapT (Payment Application Data Security Standard)

PCI DSS CTaHzapT 6e30MacHOCTM JaHHbIX UHAYCTPUM MaaTexHbIX kapT (Payment
Card Industry Data Security Standard)

no MporpaMMHoe obecneyeHmne

MO «TellME 7» MporpaMMHoe obecneyveHue 415 YCTPOMCTB CaMOOBCYXMBaHWSA
«TellME 7»

yC YCTpOICTBO CaMOOBCTYXNBaHNSA

MK MepcoHanbHbI KOMMAbLIOTEP

LY MporpaMMHbIA MOAY b

oC OnepaumnoHHasa cnctemMa

M3 MexceTeBOU 3KpaH

SmartCard-Service www.scserv.ru, e-mail: support@scserv.ru
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CokpalleHve PacumdpoBka
HagexHas OcHoBHOe onpegeneHne KpunTorpadnm, KOTopoe SIBASETCS Ype3BblYaliHO
KpunTorpadusa 3HAYMMBIM 418 KPpUNTOaHanm3a. T.e. 3Has KPUNTOrpaduUUecKmini MeToZ

(anroputT™ MAXN MPOTOKO/) HEBO3MOXHO MOAYyYUTb KpunATorpadpuueckunii
KoY UAn  3awmnépoBaHHble  AaHHble. HaAeXHOCTb  onpegensercs
NCNONBb30BaHMEM  KpunTorpaduyeckux kawo4den. [Ans  Havbonbluei
3¢PeKTMBHOCTM pasmep K/a4da [OSXKEH WUCXOAUTb K3 MUHWUMAaNbHOro
pa3mMepa Kil4a COM3MEepPUMOro C pPeKOMeHAyeMbIM YPOBHEM 3aLiuTbl.
MWHUManbHbIN  ypOBeHb  3alnTbl  MOXHO onpegenute ©n3  NIST
CneumanbHo My6ankaumm 800-57, ABrycT, 2005
(http://csrc.nist.gov/publications/)  wanm  wnHaye, B COOTBETCTBMU C
NnpeACTaBNeHHbIM Janee MUHUMabHbIM HabopoM 6UT Ansa obecrneyeHus
6e30MacHOCTM KAtoYya:

e 80 6UTOB A/1A CeKpeTHOro Kaw4va 6a3oBO CUCTeMbl (Hanpumep,
TDES) npw ycioBuK, UTO NEPBLIA 1 TPETUIA KUY NpU LUNPPOBaHNN
JaHHbIX 1o anroputMy 3DES 6yayT paBHbl, 3ddekTnBHaaA AmMHa
Knroya byget 80 61T, o4HaKo, pakTMyeckas ANnHa Kaoda - 112 6uT;

e 2048 6uTOBbLIN MOAYNb ANA OTKPbITbIX aJroOpUTMOB  KJKOYeld,
OCHOBaHHbIX Ha dakTopu3auyunm (Hanpumep, RSA);

e 2048 6uta Aana guckpeTtHoro norapudma (Hanpumep, Diffie-
Hellman) ¢ MwuHMManbHbIM pa3Mepom 256 6UT OCHOBHOM
noarpynnel (Hanpumep, DSA);

e 160 6ut pgns kpuntorpadum MO SAAUNTUYECKON  KPUBOW
(Hanpwnmep, ECDSA)

4. ObLLAA MH®OPMALWA

Mpeanaraemble CMoOCO6blI  YUUTBIBAOT HEOBXOAMMOCTb CO6MOAeHMNs TpeboBaHWI CTaHAApPTOB
6e30MacHOCTM B WHAYCTPUM MAATEXHbIX KapT, pa3paboTaHHbIX MeXAYHapOAHbIMU MaaTeXHbIMU
cnctemamun «Visa» n «MasterCard»: CTaHAapTa 6€30MNacHOCTU AaHHbIX WHAYCTPUM MNATeXHbIX KapT
(Payment Card Industry Data Security Standard, PClI DSS) n CraHzapTa 6e30MacHOCTU AaHHbIX
naaTeXHbIX MPUNOKEHUIA NHAYCTPUM NnaTexHbIx kapT (Payment Application Data Security Standard,
PA-DSS).

Ha3BaHwe nporpammHoro obecneyeHuns — «TellME 7».
Bepcusa nporpammHoro obecneveHns — 02.00.

MNporpaMmHoe obecneveHre JO/KHO ObiTb HACTPOEHO COrNacHO HacToAWeMy  AOKYMEHTY
«PyKOBOACTBO MO NpUMeHeHuto cTaHaapTa PA-DSS».

O6HOBNEHHble BepcuMX  AOKyMeHTa «PyKOBOACTBO MO MpuMeHeHuto  cTaHAapta  PA-DSS»
NpeAoCTaBASATCA KneHTam KomMnaHum, Ncnonb3yrLwmymM nporpammHoe obecnevenme MO «TellME 7».

OTmeTKM O popaboTkax AokyMeHTa «PyKOBOACTBO MO MpuMeHeHuto cTtaHgapta PA-DSS» BHocATcA
B TabnuLy, NpuBeseHHy0 B pasgene «21. IcTopusi U3MeHeHUM AOKyMeHTa».

AO «CmapTtKapa-Cepsuc» 127106, r. MockBa, AnTypbesckoe Liocce, a.1
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5. AEMHCTANNAUMA N BO3BPAT MO «TELLME»
NPEAbIAYLLIX BEPCUIA

5.1. AenHcTtannauymsa MO «TellME» npeabigyLwmx sepcui

YcTaHoBka HoBoli Bepcumn MO Ans yCTPOMCTB camoobcnyxmsaHns «TellME 7» fomKHa ocyLLecTBAATLCA
C 06A3aTeNnbHOM NpeABapUTeNbHON AeNHCTannaumen npeaplayLlein Bepcum.

YaaneHvne npegbigywiein Bepcun MO ans yctpoiictB camoobcnyxumBaHus «TellME» BbinonHAeTcs
WwratHbIMK cpegcTBamm Windows «Start» => «Settings» => «Control Panel» => «Add/Remove Programs»
Bkaagka «Install/Uninstall». Yaannte MO «TellME» => «SCS_TellIME».

& Add or Remove Programs: =] x|
Currertly installed programs: I Show updates Sort bry: Im vl
[ 80 Microscét NET Framewcek (Enghsh) Ses  an,100m =)

5 Micrezoft ET Framework 1.0 Hotfix (KEBS6906)

# Microsoft WET Framework 1.1

:Ey Microsoft WET Framework 1,1 Hotfi (KESS603)

5 Microsoft MET Framewoek 2.0 Size  89,37MB

15 Mayfar Software Size  0,16M8

SCS_TellME

15 windows Messenger 5.1
ﬂ Windows Rights Manasgerment cient Sizm 04198
ﬁ\-\-‘ndmss.mtmd-s Ste 12,708

Puc. 1. «Start» => «Settings» => «Control Panel» => «Add/Remove Programs»

[Janee ypanute HuKenepeyncneHHble AaHHble 6e30MacHbIM CrocoboM, Hanpumep, C MOMOLLbHO
nporpammel «SDelete», KOTopass AOCTynMHa Ha canlte KomnaHum Microsoft (6e3onacHbeli cnocob
nojpasymeBaeT yAaneHne AaHHbIX 6€3 BO3MOXHOCTN X BOCCTAHOBEHNS):

1) anpektoputo CASCS;
2) annapatHble xypHanbl CASCS\LOGS\ERL\*.ERL;

3) ¢arinbl  obmeHa  gaHHbIMKM  Mexgy  npoueccamu  CASCS\PRIVATEDATA\scsmem.dll\
SCS_HEAP.mem wan CASCS\PRIVATEDATA\scsmem.dINSCSSHARE.mem (npw ycTaHOBKe Mo
YMOJIYaHUIO);

4) HENCMNOJ/1Ib3yeMble obnactu amcka.

5.2. Mpoueaypbl Bo3BpaTa MO «TellME» npeabiaywmx Bepcmin
MO «TellME» He NnpefocTaBnsieT cOBCTBEHHbIE NpoLeaypbl Bo3BpaTa MO npeablayLmnx BepCuii.

Ans BoccTaHOBNeHUS npeabigyLier sepcun MO, HEOOXOAMMO YAANUTb TeKYLLY Bepcuto (CM. pasgen
Tekywiero gokymeHta «5.1. flemHctannsauma MO «TellME» npeablaylimx Bepcuii»), 3aTeM YCTaHOBUTb
npeablayLlyto Bepcuto nporpaMmHoro obecnedenus «TellME» (cm. cooTBeTcTBYOWMIA  pasgen
3KCnAyaTauMoHHOM gokyMeHTaumm K MO «TellME»).

SmartCard-Service www.scserv.ru, e-mail: support@scserv.ru
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6. VHCTANNALUMS
1 BBOZ, B SKCMNYATALMIO MO «TELLME 75

6.1. Nnctannauymsa MO «TellME 7» 6a3o0Boin1 Bepcuun

Ana nHcTannaumm 6asosoli Bepcun 1O «TellME 7» Heobxoavmo npeABapuUTeNbHO BbINOAHUTb
dopmaTMpoBaHMe Ha HW3KOM YpOBHe XecTKoro Amcka YC, Ha KOTopbld B AajbHeliwem 6yget
BblMoAHeHa yctaHoBka OC Windows, nmporpaMMHO-anmnapaTtHoro ypoBHS OT MpousBoauTens (npu
HeobxoammocTn) u MO «TellME 7». 3atem 6e30MacHO COTpUTE HeWCnoJiblyemble 061acTy ANCKa
(Hanpumep, c NomoLLB NporpamMmel «SDelete).

YctaHoBky MO «TellME 7» cnegyeT npou3BOANTb MONb30BaTENH C MPaBaMu agMUHUCTpaTopa.

MoapobHass npoueaypa wuHctannsaumm MO «TellME 7» onucaHa B JokyMeHTe «PyKoBOACTBO Mo
WHCTaNNSaUMW», BXOAALWLEro B  KOMMAEKT AokyMeHTauum K O  «TellME 7», npoueaypa
KOHOUIypupoBaHus KoHKpeTHoro YC u cneuynduryeckme HacTpoOrKu Anst ero paboTbl OTpaxeHbl B
JOKyMeHTe «PyKOBO/ACTBO MO HacTpOlike».

BHumaHwue!

Mpy Hannuum B ANCTPUBYTMBHOM KoMMekTe Kpome 6asosoli Bepcum IO «TellME 7» ewe
n O6HoBNEHNS, ycTaHOBKa OBHOBNEHMA NPOM3BOANTCSA CPa3y Nocne yCTaHOBKM 6a30BOI Bepcum
MO «TellME 7» 6e3 ero 3anycka.

Ans paboTbl ¢ nonb3oBaTenaMu cuctembl B OC Windows 10 (Windows 10 loT Enterprise LTSB 2016
(v.1607), Windows 10 loT Enterprise LTSC 2019 (v.1809)), Windows 7 (Windows Embedded POSReady 7)
n Windows XP (Windows Embedded POSReady 2009) m3ameHuTe 3HauyeHne napameTtpa «Accounts:
Rename administrator account» ¢ «Administrator» Ha ntoboe pJpyroe MPOM3BOJBHOE KVMSA
(T.e. nepenmeHyliTe Nnonb3osatens «<Administrator» Ha nto6oe Apyroe NpPon3BOJLHOE UMS).

YpaneHue nonb3oBaTens «Guests cucremor 3anpeweHo, MNo3TOMY OTKNHYNTE ero yd4eTHyH 3annchb,
M3MeHNB 3Ha4veHue «Accounts: Guest account status» Ha «Disabled».

Janee npowusseAnTe HACTPOMKM NOAUTUKM  6e3onacHoct OC  Windows B COOTBETCTBUU
Cc TpeboBaHMsaMU cTaHzapTa PA-DSS nonb3oBaTeneMm, WMMERLUMM Ha 3TOM KOMMbHOTEpe mMpaBa
agMUHMCTpaTopa (cMm. gokymeHT «YTuamTa “TellME Advanced Security”. PykoBoACTBO MO MHCTaNASALUMN U
HaCcTpoWike», pasgen «HacTpoiika NonTUKM 6esonacHocT OC caMOCTOATENbHOY).

Te Xe caMble HaCTPOVKM MOXHO BbIMOJIHUTL aBTOMAaTU4Yecknm C NMOMOLBLIO MHcTannaTopa «TellME
Advanced Security» (1MUEH3MOHHAs KOMMOHEHTa MpuobpeTaeTca OTAENBHO). OcobeHHOCTH
nHctannsaumm «TellME Advanced Security» onucaHbl B JokymeHTe «YTuanta “TellME Advanced Security”.
PYyKOBOACTBO MO MHCTaANAUMM N HACTpoiike», B pasgene «WMHctannauma ytuamtel “TellME Advanced
Security”». llocne 3TOro BbINOAHUTE AOMONHUTENbHbIE HACTPOMKN MOANTUKN ayanTa B COOTBETCTBUM C
peKkoMeHAaLMAMY, NpUBeAEeHHbIMU B pa3gene «11. XypHanbl ayanTa» HaCcTOALLEro 4oKyMeHTa.

6.2. NHcTtannauma O6HoBneHun MO «TellME 7»
KomnaHusa AO «CmapTKapa-CepBuc» neprogmyeckn BoinyckaeT O6HoBneHUs K MO «TellME 7».

Bbll'lyCK KaXXA0w Bepcnn (pem/l3) COMpOBOXAaeTCA onoBeLlleHneM BCeX 3anHTepeCoBaHHbIX JINL.

AO «CmapTtKapa-Cepsuc» 127106, r. MockBa, AnTypbesckoe Liocce, a.1



8 MporpammHoe obecneyveHme Ana ycTpomcTB camoobcnyxxmBaHus «TellME 7»

BeinyLeHHble O6HoBReHMA K MO «TellME 7» pasmMeLlatoTca Ha noprase 06bejHEHHOro CepBNUCHOIO
ueHTpa AO «CmapTKapa-CepBuc» no agpecy https://support.scserv.ru.

Ansa nonyyeHns OBHOBNEHMA KANEHTY, 3aperncTprupoBaHHoMy B Cucteme ConpoBoxaeHus KnmeHTos,
Heob6XxoAMMO BOMTW Ha NOPTan Noj CBOe y4eTHOM 3anmncblo, BblbopaTb MYHKT MEHK0 «LleHTp 3arpyskn»,
B NOSIBMBLLEMCS CMUCKe BbIOPaTb HYXHbIA pasfen M K3 Hero ckayaTb HeobXoAuMbI apxume ¢
O6HoBneHmeM.

B coctaB O6HoBneHuA MO «TellME 7» BxoguT ¢ann checksum.sha256, B KOTOPOM CogepXXMTCA CAMCOK
xel-cyMmM $ainos, BXOAALLMX B ANCTPUOYTUBHBIA KOMMAEKT.

Mocne ckaumBaHua apxuBa O6HoBneHua MO «TellME 7» Heo6X0AMMO MpPOBEpPUTb LIEOCTHOCTb
Kaxzgoro ¢arna, BKAIOYEHHOro B apxme. LenoctHocTb ¢aiioB MOXHO NpoBepUTb 060N
NporpaMMoi, KoTopasi MOACUHNTLIBAET XeLl-CyMMY no anroputMmy SHA-256.

Mpu HecoBnageHUM XeLl-CyMM Heobxoanmo obpaTtutca B Cnyxby conpoBoxaeHus AO «CmaptKapa-
CepBuc».

Takke apxu O6HOBReHna TO «TellME 7» cogepXuT fJokyMeHT «Release Notes», B KOTOpOM
yKa3bliBaeTcs Homep HoBol Bepcum MO «TellME 7» 1 cnrcoK OCHOBHbIX M3MEHEH U B BEPCUN.

6.2.1. IHCTansaymsi 06HoB/1eHUM

KomnaHua AO «CmapTKapa-Cepsuc» nepuogmydecku BbinyckaeT O6HosneHus Kk MO «TellME 7»,
MopsfoK  YCTaHOBKW  OGHOBNEHWI MNPUBOAUTCA B 3KCMUYyaTaUMOHHOW  AOKYMeHTauum  Ans
cooTBeTcTBYIOLEero O6HOBNEHNS.

BHumaHwue!

Mpyn HanuuMmn B AUCTPUBYTUBHOM KOMMIeKTe kpome 6asosoiri Bepcuun [0 «TellME 7»
ewe 1 O6bHoBNeHUS, ycTaHoBKa OBHOBNEHNS NMPOU3BOANTCA Cpa3y Mocsie YCTaHOBKM 6a30BoW
Bepcum MO «TellME 7» 6e3 ero 3anycka.

6.2.2. Y gasieHHass MHCTa//14ns 06HOB/IEHUM

YaaneHHbIn goctyn Kk MK ycTpolicTBa camoobCnyXnBaHUSA U UHCTanasaumsa obHoaeHui MO «TellME 7»
OCYLLeCTBNAETCS KIVEeHTaMWN NN AnaepaMu/CUCTEMHBIMIN MHTErpaTopaMm CaMoCTOATENIbHO.

Echn o6HOBNEeHMEe MpPOM3BOAMTCA C MOMOLLBI YAANEHHOro AOCTyNa, TO YAAJeHHbIA JOCTyn
Heo6XoAMMO BK/IOYATh TOMBKO MpW 3arpyske OBHOBNEHUIA NMPOU3BOAMTENA U OTK/IOYaTb ero cpasy
nocse 3aBepLUeHns 3arpy3kn. AlbTEPHATUBHbIA BapuaHT — Mpu Noay4YeHnn 06HOBAEHWS C MOMOLLIbIO
VPN-NoAKNtOYEHVS MAWN APYroro BbICOKOCKOPOCTHOMO MOAK/AOYEHNS, HeobXoAMMO MCNOob30BaThb
MeXceTeBble 3KpaHbl C Lie/Iblo HaAeXHOM 3aLUMThl 3TUX MOCTOAHHbBIX COeAMHEHWN.

Takxe ANst yaaneHHbIX MOAKYEHNIA A0MKHA BbITh NCNONb30BaHa ABYXGaKTOPHasa ayTeHTUPMKaLMS.

Ans cooTtBeTCcTBMA TpeboBaHwam 7.7 craHgapra PCl DSS pomxHbl ObiTb peannsoBaHbl CTaHAAPThI
KOHPUTYPUPOBaHNS MeXCceTeBbIX 3KpaHOB (M3) 1 MapLUPYTU3aTOPOB, BKAOUaOLLMe clegytoLlee:

e @opManbHbIA NPOLECC YTBEPXAEHUS M TECTMPOBaHWSA BCeX MOAKMOYEHMI CeTeld, a Takxke
M3MeHeHW, BHOCMMbIX B KOHOUrypaLmio M3.

e AKTyanbHytO CXeMmy CeTu C yKalaHueMm BCeX MOAKMYEHU (BKAtoYas H6ecnpoBoOfHble ceTu)
K CerMeHTaMm C AaHHbIMW NAATEXHbIX KapT.

SmartCard-Service www.scserv.ru, e-mail: support@scserv.ru
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TpeboBaHMs Mo pa3meLleHnto M3 Ha KaxoM KaHane NogKnto4veHns K ceTn IHTepHeT, a Takxke
Ha rpaHuue Mexay Kaxzaon DMZ n BHyTpeHHel ceTbio.

OnucaHue rpynn, poner n 06s3aHHOCTEN B OTHOLLEHWW IOTMYeCcKOro yrnpaBieHUst ceTeBbIMN
KOMMOHEHTaMW.

ﬂ,OKyMEHTVIpOBaHVIe 1 0b6OoCHOBaHMe npMMeHeHna Ana BCEX WCMNOJIb3YHOLWMXCA CepBUCOB,
NMPOTOKO/ZIOB 1 MOPTOB, BK/KOYaA AOKYMEHTUNPOBaHWE peannN30BaHHbIX MEXaHN3MOB 3alUUTbl
anda Hebe3onacHbIX NMPOTOKONOB.

MNepecmoTp Habopos Npasma M3 1 MapLLPYTU3aTOPOB He pexe, YeM Yepes Kaxble 6 mecsLes.

[omkHa 6blTb peannsoBaHa Takas KOHQUrypaums M3, KoTopasi OrpaHu4MBaeT BO3MOXHOCTb
NOAKNHOYEHNS HeJOBEPEHHbIX CETel K CUCTEMHBIM KOMMOHEHTaM Cpepbl AaHHbIX NAATeXHbIX KapT.

BHumaHwue!

MNMos HeAOBEpPEHHOW CeTblo MOHMMaeTcs nbas ceTb, KOTOpas SIBASETCA BHeLUHel Mo
OTHOLLEHMIO K CeTAM MpoBepsieMoil opraHmsaumn. OpraHmM3auma He MOXeT KOHTPOAMPOBaTb
TaKyto ceTb 1 yNpaBAsThb eto.

PaspelleHne TOMbKO TakoOro BXOAALLEro W wucxogduwlero Tpaduka, KOTOpbIA ABAsSeTCs
HEeOBXOANMbBIM A5 Cpedbl AaHHbIX MAaTeXHbIX KapT.

ObecneyeHne 3aLUNTbI N CUHXPOHM3aLMK KOHPUTYPALMOHHbIX $palinoB MapLLPyTU3aTOPOB.

YcraHoBka M3 Ana opraHumsaumn 3almTbl NepuMeTpa MeXAay AbbiMu 6ecnpoBOAHbLIMM
CeTAMUN W CPefoi nnaTeXHbIX KapT U KOHGUryprpoBaHue 3Tux M3 Ha 6/10KMpoBaHMe 1060ro
Tpaduka M3 6ecnpoBOAHbIX CeTeli B Cpedy AaHHbIX MAATEXHbIX KapT WUAW KOHTPO/b 3TOro
Tpaduka (ecnn Takor Tpaduk HeobxoaMM Ans BegeHNs BrsHeca).

JomKeH 6bITb 3anpewjeH nobown AOCTYyN N3 cetn NHTepHeT K NHOBbIM CUCTEMHBIM KOMMOHEHTaM cpeabl
AaHHbIX NNaTeXHbIX KapT.

JomkHa 6bITb peann3oBaHa 30Ha DMZ ans orpaHMYeHns BXOAALLEro U ncxoadaulero Tpadumka
TO/IbKO TEMU MPOTOKOAAMU, KOTOPbIE HEOBXOAMMBI 415 CPpebl AaHHbIX MAaTeXHbIX KapT.

Bxoaawmnii nHtepHeT-TpaduK fomKeH 6biTb OrpaHnyeH IP-agpecamu BHyTpy DMZ.

3anpeT NpsAMOA MapLUpyTU3aUUN BXOASLLErOo WAN UCXoAsllero Tpaduka Mexzay ceTbto
NHTepHeT 1 cpesoit AaHHbIX NAaTexXHbIX KapT.

3anpet Tpaduka C agpecamu OTNpaBUTeNs BHYTPEHHeN ceTu, noctynatowiero B DMZ u3 cetun
NHTepHerT.

OrpaHnyeHne Tpadurka UCXOASLLEro 13 cpejbl AaHHbIX MAaTeXHbIX kapT B VIHTepHeT, TakuMm
obpasom, uTobbl ucxoaduleMy Tpaduky 6blAM AOCTYNHbI ToNbko IP-agpeca B npegenax
AEMUNNTAPU3NPOBAHHONM 30HbI (DMZ).

Peanuzaumsa ¢unbtpaumm Tpadumka C ydeTOM COCTOsSIHUA coeamHeHUI (stateful inspection),
TaKXXe N3BECTHOM Kak AuHaMmnyeckas GuabTpaLms NakeToB (Korga A4oCTyn B CeTb paspeLuaeTcs
TOMbKO ANS «YCTAaHOBNEHHbIX» COeANHEHNIA).

PasmelleHne 6a3bl AdHHbIX BO BHYTPEHHEM CerMeHTe CeTN, OTAENNIEHHOM OT DMZ.

Ana npefoTBpaLLeHna TPaHCNALUMM U PackpbITUS BHYTPEHHelM agpecaunn B ceTu VIHTepHeT
AO/MKHO OCYLLeCTBASATLCA COKpbITMe IP agpeca MCTOYHMKA COOBLLEHMA C MCMONb30BaHUEM
aJlpecHOro NpocTpaHcTBa YacTHbIX ceTell (RFC 1918). JomKHbI MCMONb30BaTLCA TEXHONOMNN
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npeobpazoBaHnA ceTeBblx agpecoB (NAT), HanpyMep, TeXHONOr1s NepeHasHavyeHns NopToB U
aapecos (PAT).

YcTaHoBKa NepCoOHaNbHbIX MEeXCeTEBbIX 3KPaHOB Ha BCE NMOPTaTMBHbIE U/ v nnYdHble KOMNbHOTEPLI
COTPYAHWNKOB, KOTOpPbIE o6nap,a+0T BO3MOXHOCTbHO MPAMOro A4OCTyna K CeTu MHTepHET (Hanpl/uvlep, Ha
H0yT6yKI/I COprAHl/IKOB) N NCNonb3yrTca An4 A40CTyNna K CeT opraHun3aunin.

7. YAANEHUE
N LUNOPOBAHUE KPUTUYHBIX AAHHbBIX

Ana muHnMm3aumn puckos B MO «TellME 7» TpebyeTcst xpaHeHne MUHVMAaNbHOro Habopa KpUTUYHbIX
JaHHbIX KapTbl, KOTOpble HEO6XOANMbBI AN1A BeAeHNs busHeca. Ans paboTbl MO «TellME 7» Heobxoanmo
XPaHUTb CeytoLLme 3N1eMeHTbI:

e Homep nnatexHou kapTsel (PAN).

B nporpaMmHOM o6ecneveHnn oTobpaxeHve Homepa PAN nnaTexHblX KapT NpeacTaBasercs
B MaCKVPOBaHHOM BUJe.

7.1. MacknpoBaHue AaHHbIX NJ1aTeXHbIX KapT
MO «TellME 7» macknpyeT HOMepa naaTexHbIX kapT (PAN):

e B XypHan PR n TUTpbl c1ucTeMbl BUAEOHAbNOAeHWS 3anucbiBaeTca HoMep PAN nnatexHown
KapTbl B MacKMpoBaHHOM BUJE;

e B XXypHanax *. XML macknpoBaHue AaHHbIX MPON3BOANTCA MO aNropmuTMy aHanorM4yHoO 3anmcum B
XypHan PRJ;

e B XypHan PR] AONOJIHUTENIbHO 3anncbiBaeTcs 3HaveHe HASH, Bblumncasemoe rno aaroputmy
SHA1, ot 3Ha4veHwnin DateTime, TerminallD n PAN nnatexHow kapTbl.

BHumaHwue!

Wcnonb3oBaHme 6ubnanotekn otamudHor ot CASCS\Atm_h\CustCardDSS.dll moxeT npuBectn K
HapyLleHuto TpebosaHuii PCI DSS v PA-DSS.

B XypHanax nnaTtexHbIX cuUcTem, paboTarowmx no npoTokony ISO-8583, npouecce B nposBeAeHUs
TpaH3aKkuumn XpaHnTCA TOJIbKO MaCKMPOBAaHHbI HoMep PAN B AnpeKkTopun
C\SCS\LOGS\<HaumeHoBaHNE r11aTeXHOM cUCTEMB\.

7.2. lLndppoBaHMe AaHHbIX NNaTEXHbIX KapT

B npouecce npoBedeHVs TpaH3akuMm Ans obMeHa JaHHbIMW MeXAy npoueccamy GopmMmpyroTcs
dannel C\SCS\PRIVATEDATA\scsmem.dINSCS_HEAP.mem n
C\SCS\PRIVATEDATA\scsmem.dINSCSSHARE.mem (npu ycTaHOBKe MO YMOAYaHWIO), B KOTOPLIX, B TOM
yncne, MOryT cofilepxaTb KPUTUYHbIE JaHHble. [laHHble B daiinax wunpyroTcs no anroputmy 3DES Ha
6a3e AMHaMNYeCKn reHepupyemblx Kaoden (4nnHom 16 6anT). MNocne OKOHYaHWA TpaH3akuMn daHHble
HajeXHbIM CNOCOBOM YAANAOTCH, KTOUN YHUUTOXAIOTCS.
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B npouecce npoxoxaeHuWs aBTopu3auum no npotokony 1SO-8583 MO «TellME 7» co3paet daiin B
ANpeKTopuin C\SCS\ATM_H\specdata\LastOper_<HaumeHoBaHne  raatexHos  cucTembl> C
3aWNPpPOBaHHbLIMK  JaHHbIMU PAN (KOTOpble MCNOAL3YKTCA ANA OTMEHbl TpaH3akuumM B Cayyae
nepesanycka nporpaMMHoro obecneyveHus). PAN 1 AaHHble TpaH3akuMid WNGPYHOTCA C MOMOLLbIO
anroputma 3DES Ha 6a3e gnHamun4yeckn reHepupyemblX Kiatodel (41MHoM 16 6ainT). MNocie OKoH4YaHWA
TPaH3aKuM1 AaHHble HaZeXHbIM CMOCOO60M YAANAOTCS, KNHUM YHUYTOXAKTCS.

Ana naeHTMOMKALMN KINEHTOB BO BHELLUHMX CUCTEMax MOXeT Mcnonb3oBatbcd HASH Homepa KapThl,
BblUMC/IEHHbIA MO anroputMy SHA256. B 3ToM C/lydae BO BHeLUHMe CUCTeMbl MepefaeTcs TOJIbKO
3HayveHVe HASH 6e3 Kakux-nmmbo AoNONHUTENIbHBIX KAPTOYHbLIX AAHHbIX.

BHumaHwue!

Wcnonb3oBaHue 6ubnnotekn otamuyHoin ot C:\SCS\Atm_h\CustCardDSS.dll moxeT npwuBectu
K HapyLLleHWto TpeboBaHWl craHgapra PCl DSS v PA-DSS.

7.3. be3onacHas TpaccupoBka bydpepoB TpaH3akuuii NDC

XypHanel nnatexHon cuctembl NDC/NDC2 (*.NDC) B ampektopumn CASCS\LOGS\NDC\NDC\ wmnn
C\SCS\LOGS\NDC2\NDC\ cogepxaT AaHHble, NepejaBaeMble MexJy CepBepoM MNAaTeXHOW CUCTeMbI
NDC/NDC2 1 YC. [laHHble nnaTexHbIX KapT, nepejaBaemMble C cepBepa, A0/MKHbI O6blTb MpeAcTaBAeHbl B
HeynTaemMoM BuAe.

Ans MackmpoBaHUWA JaHHbIX B nedatHom 6ydepe NDC/NDC2 Heobxognmo BocCnonb3oBaTbcs ESC-
nocsieloBaTeIbHOCTAMU:

[ESC:3] — BKNHOUNTL PEXUM MaCKUPOBaHNS;
[ESC:HO] — BbIKNHOUNTL PEXUM MaCKUPOBaHMA.

Echm nonbsosatenn MO «TellME 7» (Npy mMcnonb3oBaHUM mnaatexHon cuctembl NDC) mameHstoT
cojepxmmoe CTaHAapTHbIX 6ydepoB TpaH3akumm (Buffer B, Buffer C), To ana cooTBeTcTBUSA
TpeboBaHnaM cTaHgapra PA-DSS Heob6XoAMMO OTKAUUTL TPaccMpoBky 6OydepoB, coAepKaLumx
KpUTUYeckre AaHHble, [1na 3Toro Heo6xoAMMO B cLeHapuin naatexHom cuctemsl NDC/NDC2 f06aBuTh
ctent f-027 (CTeliT M3MeHeHUs peXxurMa TpaccnmpoBaHus bydepoB TpaH3akuum). OnncaHne JaHHOro
CTeliTa HaxoauTca B fokyMeHTauum «MnatexHas cuctema NDC», BXxoJdlleil B COCTaB KOMMJeKTa
fokymeHTauum MO «TellME 7».

JlaHHble Buffer B n/mnn Buffer C oyayT 3aMacKMpOBaHbl B XypHanax
C\SCS\LOGS\NDC\NDC\YYYYMMDD.NDC ~ nnn  CASCS\LOGS\NDC2\NDC\  YYYYMMDD.NDC u
C:\SCS\LOGS\NDC\STR\YYYYMMDD.STF nan C\SCS\LOGS\NDC2\STF\YYYYMMDD.STF.

7.4. YpaneHue KapTOUYHbIX AaHHbIX nocse pa6oTtbl MO «TellME 7»
B TECTOBOM pexunme

Bo Bpemsa pabotbl MO «TellME7» B TeCTOBOM pexmme (C MCMOAb30BaHMEM TeCTOBOro KJk4a
NVLEH3NOHHOW 3aLLUNTbl) KapTOYHbIe JaHHble U KPUTUYECKME JaHHble COXPaHATCA B 3N1EKTPOHHbIX
xypHanax MO «TellME 7» B gnpektopusax c:\scs\logs\ n c:\scs\logs_archive\.

Mocne akcnnyataumm MO «TellME 7» B TecTOBOM pexvMe  AOMXHO 6biTb BbINOAHEHO YAaneHue
KapTOUHbIX JAaHHbIX W KPUTMYECKMX [JaHHbIX 6e30macHbIM  CnocoboM (6e3omacHblii  cnocob
nozpasyMeBaeT yAaneHune aHHbIX 6e3 BO3MOXHOCTY UX BOCCTAHOBNEHUS).

AO «CmapTtKapa-Cepsuc» 127106, r. MockBa, AnTydbeBckoe Locce, 4.1
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Ans 6e3onacHOro rapaHTMPOBaHHOIO YAaneHUst KAPTOUHbIX JAaHHbIX U KPUTUYECKNX AaHHbIX BO BpeMs
pabotbl MO «TellME 7» B TECTOBOM pexnme HeEObXOAMMO CNefoBaTh C/iedyoLM pekoMeHAaumnsMm,

1. MNepep yCTaHOBKOW TeCTOBOrO K/4Ya NNLEH3VOHHOM 3alnThl (MAM OBHOBAEHUS AWLLEH3UKN) BO
n3bexaHve notepm AaHHbIX HEOb6XOAMMO CKOMMPOBATb UM MepeMecTUTb Ha BHELLUHW HOoCUTeNb BCe
dannel n3 anpektopum c:\scs\logs\ 1 c:\scs\logs_archive\ (npn ycTaHOBKe MO yMOAYaHUIO).

2. YCTaHOBUTb TECTOBbIN KAOY NNLLEH3VOHHOM 33Tl (M 0BHOBUTL ANLLEH3MIO).
3. MpoBecTn TecToBbIE ONepaunn 1 NpoaHannsnpoBaTb nosegeHue MO «TellME 7».

4. Mocne 3aBepLUeHMs TeCTOBbIX Onepauuii 3aMeHUTb TeCTOBbIA KUY ANLEH3MOHHOW 3aluThl Ha
Paboumnin KoY NNLEH3NOHHON 3aLMThI.

5. Yaanntb cpegctBamn OC amnpektopum c:\scs\logs n c:\scs\logs_archive\ (Mpn ycTaHOBKe No
YMOYaHNIo).

6. [lna 6e30macHOro rapaHTMPOBAHHOMO YyJAaneHUs KaPTOUHbIX JAAaHHbIX U KPUTUYECKUX JaHHbIX,
KOTOpble COXpaHUIUCb BO BpeMsa paboTel MO «TellME 7» B TeCTOBOM pexuMe, BOCMOAb30BaTbCA
yTuanTon  «SDelete», KoTopas AOCTynHa Ha cailTe KkomnaHuu Microsoft no  cceiike
https://docs.microsoft.com/ru-ru/sysinternals/downloads/sdelete.

Mpumep.

MpuMep ncnonb3oBaHUs yTunanTel «SDelete» npuBegeH Huxe.
<MyTb>SDelete.exe <Ha3BaHMe g1cKa, B HaLleM cy4ae C:>-s -q -Z -p 3, rae
C: — HasBaHWe A1CKa;

-S — BKJ/tOYas nogxartanory;

-q — He BbIBOAMWTb Ha 3KpaH OLNGKU (KTUXMNA» PeXnM);

-z — NPOBECTM OUNCTKY CBOHBOAHOro MecTa;

-p 3 — KONMYECTBO NPOXOA0B Nepesanmcy HesanoHEeHHOro NPOCTPaHCTBa (PeKoMeHayeTca Tpu).

BHumaHune!

TecToBbII pexVM peanu3oBaH ANA WCNOMb30BaHUA W OTnagkm pabotel MO «TellME 7» B
nHopacTpyktype knveHta. CotpyaHukm komnaHum AO «CmapTKapa-CepBuc» He 3aHMMAarTCH
cbopom, 06paboTKOM, aHaNM30M U KOHCYNbTUPOBaHWEM MoJb30BaTesiell Mo XypHanam (log-
darinam), reHepmpyemMbiM B MHGPACTPYKTYpax KJANEHTOB B TECTOBOM PeXMMe C UCMOoNb30BaHNEM
TECTOBOrO JINLEH3VMOHHOro Ka4a. [Jna  cobntojeHus TpeboBaHwul cTaHgapta PA-DSS
KaTeropuyecku 3anpeLlaeTcs nepefaya faHHbIX, MOJlyYeHHbIX B pe3ynbTate paboTel O
«TellME 7» ¢ TeCTOBbIM JINLEH3NOHHBIM K/THOYOM.
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8. SAWWNTA AAHHbIX MAATEXHbIX KAPT
MNP XPAHEHUWU

Anga cobntoseHna TpeboBaHuin PA-DSS ncnonb3yemMble AaHHbIe MIaTeXHbIX KApPT HEOOXOAMMO YAansaTb
nocne ncTeyeHns cpoka nx xpaHeHus. MO «TellME 7» He XpaHUT NofHbIE HOMepa KapT U KPUTUYHbIE
JaHHbIe MaTeXHbIX KapT rnociae asTopu3saLnu.

8.1. XpaHeHue AaHHbIX N/1aTeXHbIX KapT B XXypHasax

XypHarnbl naaTeXHbIX cicTem ISO-npoTokona B ANpeKTopun
C\SCS\ATM_H\specdata\LastOper_<HavmeHosaHue 1aTexHos cucrems>\ 6e30nacHo  yAansaoTcs
nocsie 3aBepLUeHUs TpaH3aKuMn.

NHdopmayns B darinax C\SCS\PRIVATEDATA\scsmem.dINSCS_HEAP.mem "
C:\SCS\PRIVATEDATA\scsmem.dINSCSSHARE.mem 3aTupaeTca nocie 3aBepLueHns TpaH3akumm.

BHumaHune!

Ans cobntogeHns TpeboBaHui PA-DSS no ayamty Bcex ¢ainoB, coAepXalimX KPUTUYHbIE
JaHHble, 3anpeLuaercs N3MeHATb pacronoxeHune dalnnos
C:\SCS\PRIVATEDATA\scsmem.dINSCS_HEAP.mem i
C:\SCS\PRIVATEDATA\scsmem.dINSCSSHARE.mem.

B apyrux xxypHanax, co3gasaeMsblix MO «TellME 7», XpaHATCA TONbKO HOMepa nnaTtexHon kapTel (PAN) B
MackMpoBaHHOM Buje. MNpy HEOBXOAMMOCTN MOXHO BPYUHYIO YAAINTL XYPHasbl N3 COOTBETCTBYHOLLX
AVPEKTOPUIA.

BHumaHue!

Wcnonb3oBaHve 6ubnnotekn otamuyHon ot C:\SCS\Atm_h\CustCardDSS.dll moxeT npwusectu
K HapyLLeHuto TpeboBaHu ctaHaapTta PCl DSS u ctaHaapTta PA-DSS.

AnekTpoHHbIe xypHanbl M0 «TellME 7» B chopmaTe MTTMMAL

Pa3melLieHVe 31eKTPOHHbIX Tvn 1 NPUHAANEXHOCTb 3/1EKTPOHHbIX XXYPHanoB

XypHanos

C:\SCS\LOGS\PRJ TexHu4Yeckme xypHansl (*.PRJ)

C\SCS\LOGS\PRR XypHanbl yekos (*.PRR)

CA\SCS\LOGS\ERL AnnapaTtHble XypHanbl (*.ERL)

C\SCS\LOGS\HWR HWR-xypHanbl (*.HWR)

CA\SCS\LOGS\XML_OD dainn onepauyioHHbIX LUKN0B ancneHcepa (*_cdm.xml)

CASCS\LOGS\XML_OD ®ainn onepaynoHHbIX LKN0B MOAYNA NpUemMa HaanuHbIX
(*_bim.xml)

C:\SCS\LOGS\XML ®ainn onepauyuii (*_tran.xml)

C:\SCS\LOGS\NDC\ndc XypHansl nnatexHon cuctembl NDC (*.NDC)
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PasmeLleHme 3n1eKTPOHHbIX

TVN 1 NPUHAANEXHOCTb 3/1EKTPOHHbIX XYPHanoB

XypHanos

C:\SCS\LOGS\NDC2\ndc XypHanbl nnatexxHoln cnctembl NDC2 (*.NDC)
CASCS\LOGS\NDC\EMV XypHansl EMV-agpa nnatexHon cuctemel NDC (*.EMV)
CASCS\LOGS\NDC2\EMV XypHanbl EMV-agpa nnatexHon cuctemel NDC2 (*.EMV)
C:A\SCS\LOGS\TK\ XypHanel nnatexHom cnctemsl Transmaster (*_batch_TK.IMA)

CASCS\LOGS\TK_PT\

XypHanbl nnatexHom cncremol Transmaster_PT
(*_batch_TK_PT.IMA)

C\SCS\LOGS\OWMB\

XypHanbl nnatexxHom cunctembl OpenWay (*_batch_OWMB.IMA)

CASCS\LOGS\OWMB_PT\

XypHanel nnatexHom cncremol OpenWay_PT
(*_batch_OWMB_PT.IMA)

CASCS\LOGS\ZK\

XypHanbl nnatexHom cnctemsl «3onotass KopoHa»

C\SCS\LOGS\SVFE_TF\

XypHanbl nnatexxHom cuctemsl SVFE_TF

C\SCS\LOGS\NFC

XypHan TpaccupoBky kKomaHa NFC-puaepa (*.NFC)

C\SCS\ATM_H\specdata\

LastOper_PG.dat

C\SCS\ATM_H\specdata\

LastOper_PG_PT.dat

C\SCS\ATM_H\specdata\

LastOper_TK.dat

C\SCS\ATM_H\specdata\

LastOper_TK_PT.dat

C\SCS\ATM_H\specdata\

LastOper_OWMB.dat

C\SCS\ATM_H\specdata\

LastOper_OWMB_PT.dat

C:\SCS\PRIVATEDATA\scsmem.dl\ SCS_HEAP.mem

C:\SCS\PRIVATEDATA\scsmem.dl\ SCSSHARE.mem

XypHanbl nnaTexHbiX cuctem B auvpektopun CASCS\LOGS\<HaumeHoBaHue MIaTEXHOMN CUCTEMbI\
xpaHaTca 30 gHel.

Mo yMOnuaHulo Cpok XpaHeHUa XypHanos ERL cocrasnger 90 gHen, PRJ, PRR — 180 pgHeni. o
NCTeYEHUN YCTaHOBNEHHOrO CPOKa XYPHasbl YAanaroTCa aBTOMaTUYeCcKu.

MNepeg 3anyckom MO «TellME 7» HeobxoAnMO 0653aTeNbHO NPOBEPUTL MapamMeTpbl HACTPOMKN CpokKa
XpPaHeHWs XXyPHanoB B COOTBETCTBYHOLLMX BeTKax peectpa:

[HKEY_LOCAL_MACHINE\SOFTWARE\SCS\Utilities\JournalFiles\ERL];
[HKEY_CLASSES_ROOT\WOSA/XFS_ROOT\ATM\PRJJ;
[HKEY_CLASSES_ROOT\WOSA/XFS_ROOT\ATM\PRR]

napameTp «HistoryDays»=dword — CpoK XpaHeHUs XypHasoB.

Ana nnatexHon cnctem NDC/NDC2 Heo6x0A4MMO NpoBepuTb NapamMeTpbl HACTPOVKN CPOKa XpaHeHNs
1N KONIMYecTBa XXypHaoB:

[HKEY_CLASSES_ROOT\WOSA/XFS_ROOT\ATM\PaymentSystems\NDC\Config\Channel] nnn
[HKEY_CLASSES_ROOT\WOSA/XFS_ROOT\ATM\PaymentSystems\NDC2\Config\Channel]

napameTp «MaxLogHistory»=dword:0000002d (45) — cpok xpaHeHus XypHanos (45 gHen);
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napameTp «MinLogFiles»=dword:0000000a (10) — KOMYECTBO XYPHaOB, He NoA/iexalinx yaaneHnto
(10 nocnegHux panos).

8.2. be3onacHoe ynpaBneHue Kao4YyamMmu LWndpoBaHus,
XpaHawmmuca B EPP-knaBmnatype

MnatexxHoe MNpUAOXKEHWEe He reHepupyeT, He pacnpoCcTpaHseT, He UK3MeHseT, He XPaHUT Uu He
YHUUTOXaeT/n3meHseT kpuntorpapuyeckme kawoum wmndpoBaHMa. ITU npouedypbl BbIMOAHAKTCA
NPOLECCUHIOBBLIMW LEeHTPaMN KIMEHTCKUX OpraHmn3aLmii CaMoCTOATENIbHO U JO/KHBI COOTBETCTBOBATb
TpeboBaHUAM PA-DSS. Takxe AomKeH 6biTb MNpefoCTaBieH KOHBEpPT C Katyamu WndpoBaHUA U
NPUHATLI NpoLesypbl NpejoTBpaLLeHNs HeCaHKLUMOHNPOBAHHOM 3aMeHbl Ktouein.

Kntoum anst paboTbl ¢ AaHHBIMU MAATEXHbIX KAaPT MOXHO 3arpy3uTb TONbKO B LUMPPOBAHHOM BUZE.
MpunoxeHne He XPaHWUT JaHHble KAo4Ya Ha gucke. MonyyveHHble AaHHble MepejatoTcs B MOAY/b
WppOoBaHUS HaNpPsAMYLO 1 Yepes API, NocTaBnsieMbIM C KOHKPETHbIM 060pYyAOBaHNEM.

BHumaHwue!

Mepes BBOAOM K/OYel WNPpoBaHUS ybeamTecb, 4TO npowmBka EPP-knasmatypel
cooTBeTCTBYeT TpeboBaHmsAM PCI-DSS!

Joctyn K kpuntorpaduyeckm Kntouam Jo/mKeH 6bITb npejocTaBieH MUHUMAJbHOMY KOJIMYecTBy
COTPYAHWNKOB, KOTOPbIM OH He06XoAMM. JNs orpaHnyYeHns JocTyna nepcoHana 6aHka K BBOAY K/OYen
wndpoBaHua AO «CmapTKapa-CepBnc» pekoMeHayeM BOCMOAb30BaTbCsa yTunmTtoln «SCS_Keyloader»
(BaHHas yTMnMTa MO3BO/AAET C03j4aTb MOJIb30BaTeNs C OrpaHWYeHHbIMW npaBamu). Mocne BBOAA
Knoyel wnpposaHmna Heobxoanmo yaanuTbe ¢aiin C:\SCS\TellMe\SCS_KeylLoader.txt, coaepaluunii
NOTVH W Naposib MoJib30BaTeNs C OrpaHUYeHHbIMK MNpaBaMu, N 3abJ0KMPOBaTb MOJb30BaTeNsA C
y4yeTHol 3anuckto «SCS_KeylLoader».

Kpome Toro, B Mogynb W$pOBaHNS annapaTHO BCe KU 3arpyXatoTcs B BUAE ABYX KOMMOHEHT. 3T0
TaKXe No3BO/IAeT NCKIUNTL AOCTYN COTPYAHNKOB K peasibHOMY 3HaYeHUIO KtoYa.

MporpammHoe obecneveHue «TellME 7» He XxpaHWUT KpunTorpaduyeckme knoun. Bee kaoum xpaHaTes
B MoAyne LndpoBaHus.

Bonee nosgpo6Hoe onucaHWe peann3oBaHHbLIX MPOLECCOB M Mpouedyp NPUBEAEHO B AOKYMEHTe
«WndposaHre 1 ynpaBneHve KioyYamm».

8.3. KnaBmatypsl, c kKotopbiMu MO «TellME 7» paboTaeT
B COOTBETCTBUU C TpeboBaHMAMU cTaHAapTa PA-DSS

Huxe npuseseH cnUCok Mogenein knasnatyp, ¢ KoTopbiMu MO «TellME 7» paboTaeT B COOTBETCTBUN C
TpeboBaHusaMuK ctaHgapTa PCI-DSS.

e XFS NCR (npu yctraHoBke nipowunsku PCl);

e XFS DIEBOLD OPTEVA (npw yctaHoske npowmnsku PCI);

e XFS DIEBOLD OPTEVA v.6 (npu yctaHoBKe npotuveku PCl);
e Hyosung Nautilus (6000/8000);
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e Wincor EPP v.5;
e Wincor EPP v.6;
e Wincor EPP v.7;
e Wincor EPP v.§;

e Cryptera (Sagem) 1217-5610 ¢ npowwBkoli ver. 414-0697 R2E (nmeeT orpaHu4veHne Ha BBOJ
OAHOro KNtoYa WindposBaHus);

e Cryptera (Sagem) 1217-5610 ¢ npowmekoi ver. 414-0697 R3A (He nmeeT orpaHMYeHuin Ha BBOZ
Knryen WwndpoBaHus);

e Cryptera (Sagem) 1215-5610 ¢ npowwBkoli ver. 414-0697 R2F (MmeeT orpaHnyeHne Ha BBOJ
O/HOr0 KNtoYa LWindpoBaHus)

e Thalesv.5 COM;

e Thalesv.5 USB;

e Thalesv.6 USB;

e ZT-588-CA7-D16;

e ZT-588-FA6-F20;

e ZT588-F46-F20;

e ZT-588-F46-F30

e ZT-596-E10-F17;

e ZT-596-F30-H40

e ZT596-NFG-H21

e ZT-596-E10-F17-SYS;

e ZT-596E-NE0-F20-777.02;
e ZT596F-NF0-H21-777.01;
e ZT-598-M5C-H12

e ZT-598-L5J-H50

e OKI;
e GRGXFS.
BHumaHwue!

MO «TellME 7» He yaoBneTBOpsieT TpeboBaHMAM cTaHAapTa PA-DSS npu paboTe ¢ knaBuaTypoi
ZT596F-NF0-H21-Z2ZZ.01 c 6ubnuotekon pinZTxx1.dll (He BXOANT B AUCTPUOYTUBHbLIA KOMMIEKT
MO «TellME 7»)!

BHumaHwue!

C knaBuaTypamy, He MepeuyuncieHHbIMU B JaHHOM pasgene, MO «TellME 7» pa6botaer 6e3
COOTBETCTBUSA TpeboBaHWAM cTaHgapta PCI-DSS. CnegoBaTenbHo, npu paboTte ¢ HUmuK 10O
«TellME 7» He ByaeT yA0BNeTBOPATL TpeboBaHMAM cTaHgapTa PA-DSS!
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9. YAANEHUE KNHOYEN LULMDPOBAHWS
NPEAbIAYLLWNX BEPCUIA

Knoum WwndpoBaHUS He XpaHATCA Ha XeCcTKoM ancke YC 1 He TpebyoT NpUMeHeHUs A0NOHUTENbHbIX
npoueayp yaaneHus.

Mpouecc pgenHctannaumm MO  «TellME 7» BkitouaeT B ceba 6e3Bo3BpaTHOe YyJaneHue BCeX
KOMMOHEHTOB C/CTEMBbI, 3/IEKTPOHHbIX XYPHAaN0B, NapamMeTpoB peecTpa 1 BCeX NCTOPUYECKNX AaHHbIX
(cm. pasgen «5. [ewHctannsaums mn Bosepat 0O «TellME» npeablaylinx Bepcuii» HaCTOSILLEro
JOKymeHTa).

10. HACTPOKA AOCTYMNA

B MO «TellME 7» cywiectByeT 04MH TUN Y4YeTHbIX 3annceil nonb3oBaTtenel. JaHHas ydeTHas 3anucb He
nMeeT JocTyna K AaHHbIM MAATEXHbIX KapT U aAMUHUCTPATUBHBLIX MPUBWAETUA, BANAIOLWMX Ha
BblNoMHeHWe TpeboBaHu cTaHgapTa PA-DSS.

Mpwn Bxoge B YC c yctaHoBneHHbIM MO «TellME 7» mncnonb3yeTca MexaHWsm ayTeHTudukaumm OC
Windows.

ynpaBneHme YYe€THbIMU 3anncamMmn Ana A0CTyrMna K yC ocyLecTBnideTcd agMNHNCTPATOPOM ocC.

Monb3osatenn MO «TellME 7» He wmMeloT fOCTyna K AaHHbIM MNaaTeXHbIX KapT. Aaa HacTporiku
nonntukn 6esonacHoct OC Windows AO «CmapTtKapa-CepBuc» paspaboTaH MHCTaAASTOP NOAUTUKMN
6esonacHocTn OC Windows «TellME Advanced Security» nan nonb3oBaTeflb MOXET CaMOCTOSATE/IbHO
NPOM3BEeCTN HACTPOMKM B COOTBETCTBUWN C TPeboBaHUAMK cTaHAapTa PA-DSS, ykasaHHble B TekyLleMm
pasgesne AOoKyMeHTa (mogpobHee (cMm. gokymeHT «YTunmta “TellME Advanced Security”. PykoBoacTBO Nno
WHCTaNNSUMN 1 HacTpolike», pasgen «Hactporika nonnTurkm 6esonacHocT OC caMOCTOSATENIbHO»).

AN yyeTHbIX 3anuncei, YCTaHOBJ/IEHHbLIX Ha YpOBHE 0OC, HeobxoaMmMo HacTpoOuUTb caejyrouine anI/I6yTbI
napoanon MONINTUKWN:

e CMONb30BaTb MepcOoHajbHble YYeTHble 3anucy, 3anpeTuTb WCMOb30BaHME TPyNMoBbIX
YyYeTHbIX 3anncein 1 napone;

e (CMeHa Napossa AO0J/XHA NPONCXOAUNTE Kaxable 90 gHel;

e MWHWManNbHasa ANMHa Napons A0/KHa COCTaBNATb He MeHee 7 CMMBOJIOB;
e Mapofib A0KEH CoAepXaTb KaK LMPPbI, Tak 1 BYKBbl pa3HOro perncrpa;
e He 1CMNo/b30BaTh 4 paHee NCMoJib3yeMbIX Napos;

e MpPOM3BOANTb GJIOKMPOBKY YYETHOW 3amucu nocae 6 HeygaudHbiX MOMbITOK BXOAa MWUHUMYM
Ha 30 MUHYT (MK 40 Pa3610KNPOBKN aAMUHNCTPATOPOM).

Takxe Monb30oBaTeNV AOMXKHbI BbINOAHATL C/edytolime AeiCTBMS MO obecrneyeHUto 6e30macHoro
poctyna:

e V3MEeHATb N0/Ib30BaTeNbCKMe Naponu, No kparHen mepe, kaxable 90 gHen;

e PV OTCYTCTBUM aKTMBHOCTM BO BPEMs MO/b30BaTe/NIbCKOro ceaHca 6osee yeM 15 MUHYT
HeobxoAMMO obecneynTb BbINMOMHEHME MOBTOPHOMO 3anpoca Mapos Monb3oBaTens ANs
pa3bnoKMPOBKN TepMUHana.
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Joctyn k MK, cepsepaM M 6a3amM AaHHbIX MAATEXHOIO MNPUNOKEHUS HEOBXOAMMO OCYLLEeCTBASATL
B COOTBETCTBUMWN C TpeboBaHuAMK M. 3.1—3.2 ctaHgapTa PA-DSS (ykasaHHbIM B TeKyLLeM JOKYyMeHTe
B pa3gene «10. HacTpolika focTyna»).

11.KYPHAJIbI AYOUTA

Ha MK YC gomkeH 6biTb yCTaHOBAEH WHCTaNAATop noamtmku 6esonacHoct OC Windows «TellME
Advanced Security» WM nNpomsBefeHbl PyuYHble HACTPONKKM B COOTBETCTBUW C TpeboBaHWAMMU
craHgapTa PA-DSS, ykasaHHbIMU B TeKyLLEM pasgene.

BHumaHune!

3anpeLlaeTcs OTKAYaTb BefeHMe XypPHanoB ayauTa nocsie YyCTaHOBKW MHCTanAATopa NoanTUKm
6esonacHocT OC Windows, Tak Kak 3TO MOXEeT MPUBECTU K HECOOTBETCTBUIO TpeboBaHMSM
cTaHgapTa PA-DSS.

C nomowblo WHCTanAsaTopa noanTukm 6esonacHoctn OC Windows «TellME Advanced Security»
peannsyetcs aBTOMaTM4Yeckoe BeJeHWe >XYPHaNoB ayAmTa OTCAEXMBAHUSA W KOHTPOAA JAocTyna
noJsib3oBaTefiel K ceTeBbIM pecypcam M JaHHbIM MaaTexHbIX KapT.

Mocne ycTaHOBKM noanTukm 6esonacHocTn «TellME Advanced Security» knaneHTam Heob6xoAMMO
AOMNOIHNTENBHO OTKNHUMTL BO3MOXHOCTb MUCMO/b30BaHNS Touek BoccTaHoBieHWa OC Windows. [na
3Toro noctaebTe ranouky «Turn off System Restore on all drives», pacnonoxeHHy0 B HacTpomkax
Windows «Start» => «Control Panel» => «System» => «System properties» => «System Restore».

NHcTannatop noanTUKM 6e30MacHOCTU AOMOAHUTENbHO BK/OYaeT ayauT Ha JocTyn K dainam,
coZepXalM KPUTUUHble JaHHble (rpeAcTaBfieHHble B HacTosleM JOoKyMeHTe B pasjene
«8.1. XpaHeHVe fJaHHbIX NAaTeXHbIX KapT B XypHanax»), ayauT Ha Kao4u peecTtpa. Mpun HacTpoinkax
NOMIUTUKM 6€30MacHOCTN CaMOCTOATENIbHO HEOBXOAMMO BK/IUNTE ayAuUT BPYYHYHO (NoApobHee cM.
(cm. pokymeHT «YTuamta “TellME Advanced Security”. PyKoBOACTBO MO WMHCTaANAUMN N HACTPOWMKe»,
pa3gen «Hactpolika nonnTukm 6esonacHocT OC CaMOCTOATENBHOY).

11.1. Pe3epBHOe KOnNMpoBaHMe XypHanoB aygunTta

KnneHtamu 1 gnnepammn/cMcTeMHbIMU MHTErPATOPaMM AOJIXXHO ONepPaTUBHO BbIMOMHATLCA pe3epBHOe
KOMMpOBaHMe >YPHaNoB ayauMTa Ha LEeHTPann30BaHHbIA cepBep MNPOTOKONMPOBAHUS WM Ha
OTAeNbHbIA HOCUTENb, FAe WX U3MeHeHWe 6bino 6bl 3aTpyAHeHOo. OCobeHHO BaXHO MPOV3BOANTb
KonmpoBaHue XypHanos Security Event Log.

XypHanel OC Windows 10 no yMOAYaHMIO XpPaHATCS B Mankax:
e XypHan «besonacHoctu» — %SystemRoot%\System32\Winevt\Logs\Security.evtx.
o XypHan «[punoxeHuii» — %SystemRoot%\System32\Winevt\Logs\Application.evtx.
e KypHan «Cucrtembl» — %SystemRoot%\System32\Winevt\Logs\System.evtx.
XypHanel OC Windows 7 no ymoi4aHnto XpaHaTcsa B nankax:
e XypHan «besonacHoctu» — %SystemRoot%\System32\Winevt\Logs\Security.evtx.
e XypHan «MpunoxeHnin» — %SystemRoot%\System32\Winevt\Logs\Application.evtx.
e XypHan «CncrtemMbl» — %SystemRoot%\System32\Winevt\Logs\System.evtx.
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XypHanel OC Windows XP no ymMonyaHnio XpaHaTcsa B nankax:
e XypHan «besonacHocTn» — %SystemRoot%\System32\config\SecEvent.Evt.
e XypHan «MpunoxeHnin» — %SystemRoot%\System32\config\AppEvent.Evt.
e XypHan «Cuctembl» — %SystemRoot%\System32\config\SysEvent.Evt.

Kpome Toro pekomMeHAyeTCst MICMONb30BaTb NPOAYKT ANs ynpasneHns UT-MHPpacTpykTypoit Ha ocHoBe
Microsoft Windows 1 cmexHbIx ycTpolicTs «Microsoft System Center Configuration Manager (SCCM)».

12. UCIMOJIbSOBAHWME NMPOTOKOJ10B 1 CEPBCOB

ANns ycTpaHeHMs HOBbIX NMPo6/ieM, CBA3aHHbIX C YA3BUMOCTSIMM, NpU Ucnonb3oBaHun MO «TellME 7»
AO/MKHBI BbITb OTK/HOUEHbl BCE HEHYXHble 1 Hebe3onacHble CepBUCbl U MPOTOKONbI (CepBUCH U
MPOTOKO/IbI, HE ABASIOLLMECH HEOBXOAMMBIMU A5 BbINONHEH WS Ha3HAUYeHHbIX YCTPOMCTBaM QYHKLUIA).

YCTaHOBKa OCHOBHbIX HacTpoeK MOAUTUKK 6e30MacHOCTU MPOU3BOAUTCA WHCTANNIATOPOM MOANTUKMN
6esonacHocTn «TellME Advanced Security» (cM. gokymeHT «YTunuta “TellME Advanced Security”.
PYKOBOACTBO MO WHCTaNNALUW U HaAcTpoike», pasgen «WMHctannsuma ytuamtel “TellME Advanced
Security”»).

MpaBuna paboTbl CNyX6 A1 COOTBETCTBUA TpeboBaHMsiIM PA-DSS, yka3aHHbIM B Tekyllem pasgene
HaCTOSILLLEr0 JOKYMEHTA, MOXHO TakxXe HaCTPOUTb BPYUHYHO.

Ana nepesayn AaHHbIX NAATEXHOrO NPUNOXKEHUSA KIMEHTaM peKOMeHAyeTcsl NCNoAb30BaTb NPOTOKO
TCP/IP. MO «TellME7» He TpebyeT npegonpegeneHHeix IP-nopTtoB. HacTpolikm coegnHeHus
NPOM3BOAATCA KANEHTCKMMM OPraHn3aLmaMmn CaMoCTOSTeIbHO.

13. NCIMOJIb3OBAHUE
BEECMPOBO/AHbLIX TEXHONOT NI

MO «TellME 7» He TpebyeT MCNONb30BaHUSA 6eCnpPOBOAHbBIX TexHOAOrni. [pyu MCNONb30BaHUN
KAVMeHTaMn 1 AnNepamMun/CUCTEMHBIMU MHTerpatopaMm 6ecrnpoBOAHbIX TEXHOAOTMn HeobXOoANMO
YCTaHOBUTb MexceTeBOl 3kpaH (M3) 1 obecneunTb HaZEXHYIO 3alLUTy nepesaBaemMoin MHopmaLnn.
B cooTtBeTcTBUM € TpeboBaHUaMWU cTaHgapra PCl DSS M3 AOMXKHbI 6bITb YCTaHOBAEHbl ANS
opraHmsauMn 3alnTbl NepuMeTpa MexXAay tobbIM1 6eCnpoBOAHBIMI CETAMU U CPefoi naaTeXHbIX
KapT. KoHpurypaums mexceTeBbIX 3KPaHOB A0/KHa obecrneuyrBaTb 6/10KMpoOBaHMe ntoboro Tpaduka
N3 6eCNpoBOAHbIX CeTel B Cpedy AaHHbIX MAATEXHbIX KapT WK KOHTPOAb 3TOro Tpadurka (ecim Takom
Tpadunk Heob6X0aMM A5 BefeHNs bu3Heca).

I'Iepep, BHEAPEHNEM 66C|'Ip080/.1HbIX TEXHOIOTNA opraHm3aumna A0/KHa COOTHeCTN HeobXxoAMMOCTb X
ncnonb3oBaHMA C PUCKOM OT UX MPUMEHEHNA.

Ansa cooTBeTCTBMA C TpeboBaHUAMU CTaHgapTa PCl DSS B 6ecnpoBOAHbLIX CeTAX, MOAK/IHOUYEHHbIX K
cpesie AaHHbIX MAaTeXHbIX KapT UM B KOTOPbIX NepeaatoTcs AaHHbIe MaaTexHbIX KapT, 4O/KHbI ObiTh
M3MeHeHbl 3HaueHus, 3aZaHHble NPON3BOANTENIEM MO YMOMYAHWIO, BKJIHOYas (HO He OrpaHnYnBasach)
cnegyowiMe napamMeTpbl: Kawoun WwWndpoBaHMA B 6ecrnpoBoAHbIX ceTaX, napoan u SNMP-cTpoku.
Y6eautecb, 4TO 3aAaHbl MapameTpbl 6e30MacHOCTU AAs TEXHOJIOMMU HaAEeXHOro WwndpoBaHus,
ncnonb3yemMble A5 aBTopM3aLMn Nob3oBaTenen 1 nepesadn JaHHbIX.
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B cooTBeTCTBUU € TpeboBaHUAMU cTaH4apTa PCl DSS B 6ecnpoBOAHbIX CETSX, B KOTOPbIX NepeaaroTcs
JAaHHbIe MaTeXHbIX KapT WAM NOAK/OYEHHbIX K cpeje AaHHbIX MaaTexHbIX KapT, 418 peann3saummn
HajexXHoro wndpoBaHUS Mpu aBTopu3auMM W nepejave [JaHHbIX AOJDKEH WCMO/b30BaTbCs
HaKOM/IEHHbIN B OTPACAN ONbIT (Hanpumep, ctaHAapT IEEE 802.11i).

e 3anpeT ncnonbL3oBaHus npotokona WEP.

e CMmeHa 3HayeHWin, yCTaHOBNEHHbIX MPOV3BOAMTENIEM M0 YMOAYAHUIO.
o OTkntoveHue TpaHcaaumm SSID ceTu.

e YcraHoBka MAC, IP ¢unbTpaumm.

e lVicnonb3oBaHne WPA2 npotokona C MUHUMAaNbHOW ANVHHOW Kntoda 128 6uT n 24 BekTop
NHULManmnsaumn.

e 3anpert AoCTyna K HaCTpoiikam TOUKM JOCTyra Uv poyTepa vepes 6ecripoBOAHYHO CETb.

e du3Myeckas 3aLLMTa TOUEK JoCTyna.

14. OBECINEYEHUE 3AWATDI
CPEAbI SKCINNYATAUUN

MO «TellME 7» He TpebyeT, UTobbI cepBep 6a3bl AaHHbIX 1 WEB-cepBep HaxoAnamcb Ha 0AHOM cepBepe
nnm B ogHon DMZ.

BHumaHune!

Ans cooTtBeTCcTBMA TpeboBaHWAM PA-DSS knneHTam Wav Annepam/CUCTEMHbIM WHTerpaTopam
3anpeLleHo XpaHeHne JAaHHbIX MIaTeXHbIX KapT B CUcTeMax, AOCTYMHbIX M3 ceTn VHTepHeT
(WEB-cepBep 1 cepBep 6a3bl JaHHbIX He JO/KHbI HAXOANTHCA Ha OAHOM CcepBepe).

15.YAANEHHbLIV AOCTYN

CpeactBamu MO «TellME 7» He npeaocTaBnseTcs BO3MOXHOCTb yaaneHHoro goctyna k MK YC.

Ecan y gnnepoB/CcUCTEMHBIX NHTErpaTopoB UM KAINEHTOB BO3HMKAeT HeOH6XOAMMOCTb MCMO/b30BaThb
yaaneHHbIn goctyn K MK YC, Ha koTopom yctaHosneHo MO «TellME 7», To yaaneHHbIn AOCTYN AOMKEH
6bITb peasn3oBaH 6e3onacHbIMM MeToAamMu U ayTeHTUOMUMPOBAH C MOMOLLbIO MeXaHW3ma
ABYXPaKTOpHON ayTeHTUdUKaLMK. MNpK NPOXOXAEHNN ayTeHTUUKALMKN HEOBXOANMBI Kak Naposb, Tak
N AOMONHUTENIbHBIA 3N1eMeHT ayTeHTudukaumm (cmapt-kapta, PIN K annapaTHOMY YCTpOMCTBY
ayTeHTUMKaumm). JomkHbl MCNOAb30BaTbCA Takue TexHonormu, kak RADIUS wanm TACACS ¢
annapaTHbIMW YCTpPONCTBamMu ayTeHTudumkaumm; anbo VPN (Ha 6a3e npoTtokonos SSL/TLS wnnun IPSEC) ¢
NnoJib30BaTeIbCKUMU cepTUdUKaTaMU.

Ans 3aWmnThl yaaneHHOro AocTyna HeobxoAnmMo cobntogate TpeboBaHws craHgapra PCl DSS.

1) Kaxaomy mnonb3oBaTento JAO/MKeH ObiTb MPUCBOEH YHUKaNbHbIA  naeHTUdMKaTop Ao
npeAoCcTaBaeHNs AOCTYNa K CUCTEMHBIM KOMMAOHEHTaM UM AaHHbBIM MNAaTeXHbIX KapT.

2) B pononHeHMe K Ha3Ha4YeHU YHUKaNbHOro ujeHTuukatopa A1a BCex MNofib30BaTenei
[O/KEH  MCMONb30BaTbCA MO KpalHel Mepe OAMH W3 Cefylolmx MexaHWU3MoB
ayTeHTUPMKaLmn:

e Maposb uUav koaoBas ¢ppasa;
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o aByxdakTopHas ayTeHTMoUKaUMs (HanprMep, YCTPOMCTBa ayTeHTMMKaumuM, CMapT-
KapTbl, BUOMETPUS UAN OTKPbIThIE KOUMN).

3) [Ana npepoctaBneHns yaaneHHOro 4octyna (4oCTyrna CeTeBoro ypoBHS, OCYLLeCTBISEMOro 13-3a
npejenoB BHYTPEHHEN ceTn) B CeTb CAyXalyM KOMMNaHWW, agMUHUCTpaTopaM Unu TpeTbum
AMuaMm - JoskHa  6bITb  peanus3oBaHa  AByxdakTopHas  ayTeHTudukaumsa.  JOKHbI
NCNONB30BaTbCA Takme TexHonoruu, kak RADIUS mnan TACACS c annapaTHbIMUK YCTporcTBaMM
ayTeHTUMKaumm; nméo VPN (Ha 6ase npotokona TLS 1.2 wanm IPSEC) ¢ nonb3oBaTeNbCKUMMU
ceptudukaTamm.

4) Bce naponan AomKHbI 6bITb MpuUBeAeHbl K HEYUTaeMoMy BUAY MpW nepejade U XpaHeHUU Ha
BCEX CUCTEMHbIX KOMMOHEHTax C MOMOLLbI anropuTMOB HAAEXHOW KpunTorpadum
(onpepeneHve TepMUHa «HaZexHas KpunTtorpadus» cm. B pasgene «CnNMCOK TEPMUHOB W
COKpaLLLeHNM» HACTOSALLLEro JOKyMeHTa).

5) Ansa YYETHbIX 3anucen COTPYAHUKOB N agMNHNCTPATOPOB Ha BCEX CUCTEMHbBLIX KOMIMOHEHTax
AOJDKHbI obecrneunBaTbCs HajeXHasa ayTeHTI/Iq)I/IKaLl,VIH n ynpaeneHve naponadamMmm, Kak onmcaHo
B HMXeCneAyrLWmnX nyHKTax:

*  [JO/DKHO KOHTPOAMPOBATbLCA fobaBneHve, yaaneHne n n3MeHeHme noib30oBaTeNbCKnX
NAEHTUNKATOPOB, yUYETHbIX AaHHbIX U APYTMX 06 beKTOB NAeHTUdMKaumy;

e JO/KHA BbINOMHATBCA MpOBepKa MOAJIMHHOCTY MONb3oBaTenel nepej C6pPOCOM UX
naponer;

e MepBOHaYanbHble NAPOIM ANS KAXAOro MoNb30BaTENS JOMKHbI 6bITb YHUKANBHBIMUN U
N3MeHATLCS Cpasy e Nnoc/ie NepBoro NCMNoib30BaHUS;

e J0CTyn And  KaXAoro CcoTpygHuKa npun ero YyBOJIbHEHMW [AO/DKEH HeMed/1eHHO
AHHYNINPOBATbCA;

e JO/PKHO BbIMOMHATLCA  yAaNeHNe/OTKIHUYEeHe HeakKTUBHbIX Y4YeTHbIX 3anucei
nonb30BaTenen rno KpanHer Mmepe Kaxable 90 gHei;

e yuUeTHble 3anucy, WCMOMb3yloLMecs MPOU3BOAUTENAMU  ANS  OCYLLEeCTBAeHUSA
yAaNeHHOM noAAepXKku, AOMKHbI aKTUBUPOBATbCA TOMbKO Ha Mepuoj OKasaHus
NMOALEPXKKW;

e MapoJibHblE MNOJINTUKN N NpoUeAypPbl 4O/DKHbI ObITb AoBejeHbl 40 BCeX rnosib3oBaTenen,
o6na,qa+ou_|,|/|x BO3MOXHOCTbH AOCTYMa K AaHHbIM M1aTeXHbIX KapT,;

e He AOJKHbl MCNONb30BaTbCA rpyrnoBble, pasjendemMble UN BCTPOEHHbIE Yy4YeTHbIe
3anucn n naponun,;

e MONb30BaTe/IbCKME MAPON AO/MKHBI MEHATLCSA MO KpaliHel Mepe kaxaple 90 AHeid;
e JJINHa Naponei AoXKHa COCTaBNATL He MeHee 7 CUMBOJIOB;
e MapoNU AO/XKHbI cofepXKaTb Kak Lndpbl, Tak 1 ByKBbI;

e  JOJIKHO 6bITb 3anpeweHo 3afjiaHne HOBOro rnapoad, ecain OH coBrafdaeT C NobbIM 13
nocnegHnX YeTblpex paHee NCnosib30BaBLUMXCA napone|7|,'

e KO/MMYECTBO HeyAauHbIX MOMbITOK MOAYyYEHUs AO0CTyna AOMKHO 6biTb OrpaHUYEHO
6noKMpoBaHVeM uAeHTUdMKATOpa MoNb3oBaTens Mo  KpaliHeli Mepe nocne
6 HeyZa4HbIX MOMbITOK;

® MPOAOC/IKNTENBHOCTb 6}'IOKI/IpOBaHVIﬂ I/Ip,eHTI/Iq)I/IKaTOpa nonb3oBatena  AOJDKHa
COCTaBATb MWHNMYM 30 MUWHYT nnn Ao akTmBaunn yquHOVI 3anncn
AAMUHNCTPATOPOM;
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* MpuV OTCYTCTBUM aKTUBHOCTM BO BpeMsi MO/Ab30BaTeNbCKOro ceaHca 6onee uyeMm Ha
15 MUHYT [O/KEeH BbIMONHATLCA MOBTOPHBIV 3anMpoc Mapons MNo/ib3oBaTens Ans
pa3b/10KNPOBaHNSA TEPMUHANA.

16.MEPEAAYA AAHHBIX MJAATEXXHBIX KAPT
MO CETAM OBLUEIO MOJIb3OBAHNA

Ana HazexHoW 3awmTbl nepejaBaeMbIX KPUTUYECKUX AaHHbIX MaatexHblx kapT MO «TellME 7»
HeobxoAMMO WMCNONb30BaTh TexHonormn VPN wam  gpyrve HajexHble MeTodbl obecnedeHns
6e30MacHOCTW YCTPOMCTB CaMOOBCAYXNBAHUS.

Ecanm  knveHTaM uvAn  Annepam/CUCTEMHBIM  UHTerpaTopaM HeobxoAMMO nepejaBaTb JaHHble
naaTeXHbIX KapT MO ceTsM ObLUero Mosb30BaHWUS, TO B COOTBETCTBUM C TpeboBaHuamu PCl DSS
AO/KHBI - MCMOJIb30BaTLCA  METOAbl  HafeXHolr kpuntorpadum 1 MNpoToKobl LWndpoBaHUA (B
COOTBETCTBUN C TpeboBaHMAMUK cTaHgapTa PCl DSS), obecrneumBatome 3anTy KPUTUUYHBIX AaHHbIX
naaTeXHbIX KapT, nepejaBaeMbliX MO OTKPbITbIM CETAM 06LLero nosb30BaHus.

MO «TellME 7» He nepesaeT Homepa PAN C MOMOLLBIO TEXHOMOMMIA O6MEHa COOBLLEHUAMU Mexay
KOHEUHbIMMW MO/1Ib30BaTeNAMMU.

17. HEKOHCO/bHbI
AAMUNHUNCTPATUBHBI AOCTYIN

KnveHtam wnn  agmnepam/cUCTEeMHbIM  MHTerpaTopamMm HeobxoguMMo B o0bfA3aTeslbHOM Mopsjake
WndpoBaTb Kaxabli HEKOHCOMBHbIA aAMUHUCTPATUBHbIN AOCTYM, UCMO/b3Ysa 6e30MacHble TEXHOOrN
(takme kak TLS 1.2, VPN), ans ynpasneHus ¢ nomouwbto WEB-mHTepdelica v gpyrux Tunos
HEeKOHCOJ/IbHOTO aAMUHUCTPATUBHOIO AOCTYNa.

Vcnonb3oBaHue OTKPbITbIX MPOTOKOJ/10B Telnet wu rlogin Ana  aAMUHNCTPAaTUBHOIo  A0CTyna
3anpeLlaeTcd.

18. AOMNOJTHNTENNbHbBIE BOSMOXXHOCTU OT/IAAKA
B TECTOBOM PEXNME

18.1.  ®dopmwupoBaHuMe AaHHbIX RMS-XypHana
B RMS-xypHane TpaccupyeTtcsa Tpaduk obMeHa JaHHbIMW B KaHase B HEM3MEeHHOM Bue.

Ansa BKAKOUEHMA/BbIKNKOUYEHNS GOPMUMPOBaHUS XypHana RMS B TeCTOBOM pexunme (TeCTOBbIA pexunm
JOSKEeH 6blTb MPOMUCaH Ha KI4Ye JIMLEH3WOHHOW 3alMTbl) HeobxoAMo B BeTKe peecTpa
[HKEY_CLASSES_ROOT\WOSA/XFS_ROOT\ATM\PaymentSystems\< HaumeHoBaHue 1/1aTEXHOMV
cucrems>\Config\Channel] npucsouTts NnapameTpy «LogTraffic» cnegyrolime 3HaveHms:

«LogTrafficy=dword:00000000 — oTkntoueHo dopmMurpoBaHue xypHana RMS;

«LogTraffic»=dword:00000001 — BkAoYeHO dopmMpoBaHMe XypHana RMS (BO3MOXHO TONbKO B
TEeCTOBOM pexume).
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Mpn BCTaBNEHNW NOMb30BaTeNbCKONM KapThl B pUAep Ha 3KpaH BblAaeTcsa npegynpexjeHune o pabote
YC B TectoBoM pexume. B TectoBoM pexume B RMS-XypHasibl MPOMUCLIBAIOTCA JaHHbIE,
nepejasaeMsble Mo KaHany CBsA3M C MPOLEeCCUHIOBLIM LIeHTPOM.

®alin XypHana B TeCcTOBOM pexume coxpaHsaeTca Kak CASCS\LOGS\<HaumeHoBaHue nAaTexHovi
cnctems~\RMS\YYYYMMDD.RMS.

18.2. KoHdurypaumsa ana npuema KapT ctaHgapta «EMV»

3HayeHVa HKenpuBeAeHHbIX CeKUWI YyCTaHaBNMBAKOTCSA MO YMOAYAHUIO. 3HaYeHNS NapameTpoB AN
npviemMa kapt craHgapta «EMV» MOXHO M3MeHWUTb TOJIbKO B TECTOBOM PeXVMe Kcrnonb3osaHus YC
(TeCTOBbLIN peXuM A0SIXeH 6blTb MPONMUCaH Ha KaYe IMLEH3WOHHOM 3almThl). MNpy UCNoNb30BaHU
TeCTOBOro K/KYa aBTOMAaTNYECK BKTIOYAETCA PeXnM pacllpeHHon TpaccupoBkuy AaHHbIX EMV CORE.

KoHourypupoBaHne  «EMV»  MOXHO  BbIMOAHUTL (B TeCTOBOM  pexume) B daline
C\SCS\ATM_H\DataNDC\emv_ndc.cfg nam C\SCS\ATM_H\DataNDC2\emv_ndc.cfg.

Cekuusa [Trace] — gaHHas cekuma 3agaeT pexunM XypHanunsauum MM «EMV CORE»™. Cekumsa moxet
cofepXaTb c/iefyroLne napameTpsbl:

e Tracelevel — pexum xpaHeHUs XypHanoB., rae

0 — He COoXpaHATb XypHasbl (MO YMONYaHWI);
1 — coxpaHATb XypHaJibl, €C/I TPaH3aKLMs 3aBepLunnachk HeycneLwHo;

2 — BCerga CoXpaHsaTb XypHanbl.

e FileHistory — nepuog xpaHeHua EMV-xypHanoB, B AHAX (N0 ymondaHuto 90 gHei);

e Path — abcontoTHbLIN NI OTHOCUTENBHBIN NyTh K KaTanory (C:\SCS\ATM_H), B koTopom cnegyeT
COXPaHATb  XypHanbl. 10 YMOMYaHUIO  XYpPHaibl  COXPaHAKTCA B KaTajnore
CASCS\LOGSANDCQ\EMV nnun CASCS\LOGS\NDC2\EMV.

e MinFileCount = 10 — KOAMYECTBO XYypPHanoB, He noanexawmx yganeHuto (10 nocnegHmMx
dainos).
BHumaHune!

Mpu pabote MO «TellME7» B TeCcToBOM peXxuMme AN MNPOBeAeHUs TeCTOBbIX MAaTeXHbIX
ornepauuii A0/KHbI MCNOMB30BaTbCA TOJIbKO TeCcTOBble KapThl. 3anpeLlaeTcs MOBTOPHOe
NCNONB30BaHMe KapT peasbHbIX KINEHTOB C UCTEKLINM CPOKOM AencTBus!

19.M0 CTOPOHHWX NPON3BOAUTENEN

MO «TellME 7» npegHa3HayeHO Ans paboTbl Ha cTaHZapTHOM PC-coBMeCTUMOM KOMMbOTEpe,
c npegycraHoBneHHbIMM Windows XP (Windows Embedded POSReady 2009), Windows 7 (Windows
Embedded POSReady 7) n OC Windows 10 (Windows 10 |oT Enterprise LTSB 2016 (v.1607), Windows 10
loT Enterprise LTSC 2019 (v.1809)). Kaxgelh npoussogutens YC npejcTaBnser CBOW Tun
1 koH$uUrypauuto OC, KOTOpPYH HEOBXOAMMO yCTaHaBAMBaTb Ha YC.

Ha 6aHKomaTax «NCR» MO «TellME 7» paboTtaeT ¢ O npomnssoautens «Aptra XFS».
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Ha 6ankomatax «Wincor Nixdorf» T1O «TellME7» pabotaer ¢ T[1O npousBoauTens
«CSC-W32» nnum «ProBase».

Ha 6aHkomatax «Diebold Nixdorfs MO «TellME7» pabotaeT ¢ [0 npownsBoauTens
«ProBase».

Ha 6aHKomaTax «Diebold» MO «TellME 7» paboTaeT ¢ N0 npounssoantens «Agilis XFS».

Ha 6aHkomaTax «Nautilus Hyosung» MO «TellME 7» paboTtaeT c N0 npounsBogutens «Nextware».
Ha 6aHkomaTax «OKl» MO «TellME 7» paboTaeT ¢ MO npowussoantens «OKI-SP».

Ha 6aHkomaTax «GRG» MO TellME 7» pabotaeT ¢ NO nponssoantens «GRG XFSx».

20. BEPCUN N MOANPUKALNN

B npouecce pa3paboTkm B COrnacoBaHHble MOMEHTbl BPEMeHV B COOTBETCTBUWU C KaneHAapHbIM
naaHoOM pa3paboTKy MPOU3BOAMTCS COOPKaA rOTOBOWM Bepcun npoekTa. F0TOBOMY AN COOPKM NMPOoeKkTy
NpUcBaMBaeTCs YHWKa/bHbIA HOMEp Bepcun M HOMep cbopku. Hymepauusa Bepcuii 1 c6opok
HauMHaeTCs OT HyNs.

MpucBoeHVMEe HoOMepa BepcuM W npocTaBneHne MeTku (label) Ha COOTBETCTBYHOLMIA MpPOEKT
KOHOUIypaLMoOHHOro ynpasneHust MPou3BOANTCSA CreLnanbHO BblAeNeHHbIM CNeLnancToM.

Mo oKoH4YaHWK C6OPKM NPOM3BOANTCA TecTupoBaHue MO.
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Hymepauusa Bepcuit u c60pok

JIt060My N3 YCNOBUIA:

4 vnn 6onblue pasjenos

(c1no 12) craHgapTa
3aTPOHYTO;

60/blle MONOBUHbBI BCEX
TpeboBaHM (pasgenos
clno 12) craHgapTa
3aTPOHYTO;

6onblue MONIOBUHBI

byHKumoHana (nmbo koaa)
MO n3meHeHo;

AOMONHNTEbHbIE
nnatdopmbl/OC
HeobxoaAMMO

B NepeYeHb
noAAepX1MBaeMblIx

106aBUTb

MO, rnobanbHble
nepeaenku (Hanpumep,
npw agantaumm MO Ha
COOTBeTCTBME CTaHAapTa
PA-DSS)

Tunel Kputepun Mprnmepsl Vi3meHeHuns
WU3MeHeHWN BEpPCUM
High-impact V3meHeHus B N0 yaosneTBopsAoT | KpynHble N3MeHeHVs B N3meHseTcs

nepsas Lndpa
(Hanpumep, 1.0 Ha
2.0)
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Tunel Kputepun Mprnmepsl Vi3meHeHuns
N3MEeHeHU Bepcuu
Low-impact M3meHeHuns B 0 yaoBneTBOPSAOT N3meHseTca

e V3MeHeHus And
BCEM YCNOBUSM: pa6oTl ¢ | NepBas nn BTOpas
e MeHblle 4-X pa3genos 06HOBNeHHbIMYM | tMPPa (Hampumep,
(c 1 no 12) craHaapTa BEPCMAMU 1.0Ha 1.1)
3aTPOHYTO; npoBepeHHbIX
paHee  Bepcuii
e MeHblle l'lE)ﬂOBI/IHbI BCEX OC, cTopoHHero
TpeboBaHW cTaHgapTa no:
(pasgenos ¢ 1 no 12)
3aTPOHYTO; e jobaBneHue
HOBOrO TMna
e MeHblle NOMOBUHbI (bYHKLMOHA/BHO
byHKUMOHana (Mnmbo koaa) i
MO nsmeHeHo
e MepekoMnUAALN
b NCXOAHOrO
Korga
C NCNO/b30BaHN
em HOBOrO
KkomnunaaTopa/
HOBbIX HACTpoek
KOMMOUAATOPa;
* V3MeHeHue
NOANTUKN
BEPCMOHHOCTY
no;
e o06HOBNeHus MO
He CBfA3aHHble
¢ 6e30MacHoOCTb
0
No impact N3meHeHuns MO He Banstowme Ha | Moguunkauns N3meHaeTca
ero 6e30MacHoOCTb CyLecTByHOLLel NHKPEeMeHTMpyema
M He BANSAKOLWME Ha BbiNosIHeHNEe | GYHKLIMOHANBHOCTU: A 4acTb, He
TpeboBaHuUA . UBMEHEHUS BAMAOLLANA
PA-DSS Ha cepTudUKaLuto

B NoJ/b30BaTesbC
KOM
VHTepdeice;

M3MeHeHus
anroputma
06paboTkm
yTeHNA
MaacTUKOBON
KapTbl

(Hanpwuwmep, 1.0.5
Ha 1.0.6

(npw cepTndmrkaum
n 1.0.x))
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Tunbl
N3MEHEHUN

Kputepun

Mprnmepsl

N3meHeHns
Bepcuu

Administrative

MN3mMeHeHna He CcBA3aHHble
¢ pazpaboTkon MO

e UV3MeHeHune
HanMeHoBaHWsA
Mno;

® N3MeHeHue
HanMmeHoBaHNA
BeHAOPa

Bepcusa MO He
MeHseTcs

AO «CmapTtKapa-Cepsuc»
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MNporpammMmHoe obecneueHme ans ycTtpocTe camoobcnyxmuBaHus «TellME 7»

21.ICTOPUA NSMEHEHUW AOKYMEHTA

Jata Bepcusa .
. OnvcaHve n3MeHeHuA
N3MEeHEeHUn | AOK-Ta
18.08.2021 01.00 McxopHas pegakums AOKYMeHTa, paspaboTaHHasi ¢ yyeToM TpeboBaHUi

PCI DSS (Bepcus 3.2) n PA-DSS (Bepcus 3.2)
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